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Abstract 
 
 Sigma, the first single-round group membership (GM) 
algorithm, was recently introduced and demonstrated to 
operate consistently with theoretical expectations in a 
simulated WAN environment. Sigma achieved similar 
quality of membership configurations as existing 
algorithms but required fewer message exchange rounds.  
 We now consider Sigma in terms of scalability. Sigma 
involves all-to-all (A2A) type of communication among 
members. A2A protocols have been shown to perform 
worse than leader-based (LB) protocols in certain 
networks, due to greater message overhead and higher 
likelihood of message loss. Thus, although LB protocols 
often involve additional communication steps, they can be 
more efficient in practice, particularly in fault-prone 
networks with large numbers of participating nodes.  
 In this paper, we present Leader-Based Sigma, which 
transforms the original all-to-all version into a more 
scalable centralized communication scheme, and discuss 
the rounds vs. messages tradeoff involved in optimizing 
GM algorithms for deployment in large-scale, fault-prone 
dynamic network environments.  
 
 
1. Introduction 
 
 Support for dynamic group operations has been 
identified by the NSA Information Assurance Directorate 
as being one of six concepts critical for achieving the 
vision of Network-Centric Operations (NCO). When 
considered at a level higher than network connectivity and 
bandwidth, a major part of what NCO is envisioned to be 
is group-oriented operations and activities. Examples of 
such activities include military operations carried out by 
dynamic C2ISR teams, and distributed data acquisition 
and processing. Such operations require algorithms and 
generic services for performing group communication, 

collaboration, and computation, as well as security and 
authentication. These solutions need to be scalable, 
secure, and efficient. They need to be designed to operate 
effectively in dynamic fault-prone environments with 
intermittent connectivity and limited bandwidth. 
 Group membership (GM) is a fundamental building 
block that lies at the foundation of many group-oriented 
services, such as group communication and group security 
and authentication. GM services are responsible for 
maintaining and reporting group membership as it 
changes due to voluntary joins and leaves and involuntary 
failures and recoveries.  
 This paper builds on the ideas of the single-round 
group membership algorithm, Sigma, recently proposed in 
[3] and experimentally studied in [14]. The single-round 
result in Sigma is achieved by decoupling and 
parallelizing two processes that run serially in other group 
membership algorithms. In [14], we showed that Sigma 
achieves the same quality of membership configurations 
as existing algorithms while requiring fewer rounds of 
message exchange. Since Sigma implements an 
established and widely used specification of group 
membership [5], it can be “plugged in” to virtually any 
group communication system, such as [16, 17, 18].  
 Sigma uses all-to-all type of communication among 
membership servers. Several prior results [11, 12] suggest 
that leader-based communication schemes are more 
efficient in certain distributed environments, such as 
typical WANs and other high-latency fault-prone dynamic 
networks. Motivated by these results, we have 
transformed the original all-to-all protocol into Leader-
Based Sigma, which makes use of a more scalable and 
efficient centralized communication scheme.  
 In high-latency limited-bandwidth fault-prone dynamic 
networks, the number of message-exchange rounds and 
the number of messages within each round matters for 
GM protocols. In addition, the practical efficiency of a 
GM protocol can be optimized by sending messages over 
links with lower loss rates and greater bandwidth 
whenever possible. Leader-Based Sigma uses a minimal 
number of message exchange rounds like the original * This research was sponsored by the United States Air Force under AF 
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Sigma algorithm, and in addition reduces the number of 
messages sent in each round.  
 Also, like the original A2A protocol, Leader-Based 
Sigma is meant to be run by a relatively small number of 
membership servers maintaining membership information 
on behalf of a large set of clients. We believe that a 
combination of such a two-tier architecture with the fast 
leader-based GM protocol is important for being able to 
provide large-scale GM services in high-latency, limited-
bandwidth networks.  
 Contribution Summary: This paper presents Leader-
Based Sigma, a revision of the original Sigma algorithm 
that reduces message overhead in most cases and allows a 
controlled allocation of messages to faster, more reliable 
links. Message size itself is unchanged from A2A Sigma. 
Leader-Based Sigma uses a leader-based communication 
pattern like the GM algorithms that are deployed in 
practical systems [10, 18, 20], but it involves fewer 
communication steps. This paper also discusses the 
tradeoffs involved in optimizing the practical efficiency 
of group membership algorithms in a high-latency, fault-
prone dynamic network, such as a WAN. 

Roadmap: The rest of this paper is organized as 
follows: We overview the Group Membership problem, 
fault model, and specifications that define Sigma’s 
operational environment in Section 2. Section 3 briefly 
summarizes the original Sigma algorithm. In Section 4 we 
discuss approaches to improving Sigma’s scalability. 
Section 5 presents the Leader-Based Sigma algorithm. 
Section 6 discusses the contrast between A2A Sigma and 
Leader-Based Sigma, and between Leader-Based Sigma 
and traditional multi-round leader-based GM algorithms. 
 
2. Group Membership 
 

Group Membership (GM) is the problem of 
maintaining a dynamic group of members and informing 
members about changes in the group [5], [2]. The 
environment is asynchronous message-passing. Changes 
in the group may occur because of members joining and 
leaving the group, crashing, disconnecting, and 
reconnecting. Also, the group can partition into disjoint 
components, and group components can later merge. The 
partitions are not clean: different members may have 
contradicting and asymmetric perceptions of the 
memberships of their components. This is a standard fault 
model for studying and designing GM solutions, for 
example the same model is used in [4], [5], [10].  

The goal of GM is to provide group members with the 
same, correct view of the group’s current membership. A 
view is a pair consisting of a membership set and a view 
identifier; these identifiers distinguish between different 
instances of the same membership set. Members given the 
same views are said to have reached Agreement on Views, 

which means that they share the same perception of the 
group’s membership.  

Because of asynchrony and group dynamism, GM 
cannot always inform members of the correct membership 
[6] and [5] Ch.9. Consequently, GM is required to provide 
Agreement on Views only in situations when the group 
component becomes stable.1   

By its very essence as a mechanism for achieving 
agreement across distributed components, a GM solution 
requires an exchange of messages among either the group 
members, or among servers that maintain group 
membership on their behalf, or both. This message 
exchange is a bottleneck in the optimization of any GM 
algorithm’s performance, and involves a tradeoff between 
two parameters: number of exchange rounds, and number 
of messages per round.   
 
3. Sigma: Single-Round Algorithm 
 
Sigma is a single-round GM algorithm that reaches 
Agreement on Views within one message latency after the 
final network events affecting the group component 
become known to all the members [3]. The algorithm has 
different members converging on the same final view 
quickly after the group component becomes stable. The 
basic idea is to send view proposals in response to a) 
network events and b) proposals with higher ids. After a 
network component stabilizes, the largest proposed view 
id reaches all servers within one message latency. 
 

 
Figure 1. Architecture: GM servers use  

external NS and FIFO services. 

 
Virtually all GM algorithms utilize external failure 

detection and FIFO links [5].  Sigma calls its failure 
detection service a network event notification service 
(NS) [3]. The task of NS is to inform members of the 
events that affect the membership of the group. NS does 

                                                 
1 It is “group component” because groups may partition.  Saying “a 
group component becomes stable” means that there are no more joins or 
leaves affecting the component and that the underlying network remains 
stable, i.e., members in the component can communicate with each other 
but no one else. While formal definitions require stability to last forever, 
in practice it only has to last until the “final” views are delivered. 



this by generating network events, which we denote as 
ne_r(joins, leaves) at a member r. The members 
listed in the joins set are either joining or re-connecting 
to the group; those listed in the leaves set are either 
leaving or suspected of having disconnected or crashed. 

As suggested in [4], a small set of GM servers can be 
deployed in a two-tier scalable architecture, maintaining 
membership on behalf of a large set of clients. For 
simplicity, we describe Sigma as a single-tier protocol. 
  Figure 2 shows the pseudocode for the Sigma 
algorithm run by a member r; all servers run the same 
algorithm. There are two event handlers: A server can 
either receive a network event (NE) from NS or a 
proposal from another server. A proposal carries an id and 
a set. Each event handler is executed atomically. 
 When server r receives an NE, it does the following: 

• updates its membership set prop[r].set; 
• increments its identifier prop[r].id if already 

the largest among the proposals that r has for the 
current membership set; otherwise r sets its id to 
the largest one without incrementing; 

• sends a proposal <id, set> to all servers that are 
relevant to the membership set; it immediately 
processes its own proposal. 

 

 
Figure 2.  Pseudocode for A2A Sigma 

 

When server r receives a proposal  <id, set> from s, 
it does the following: 

• saves the proposal in prop[s].set; 
• updates its prop[r].id if the proposal has a 

higher id for r’s current membership set; 
• attempts to deliver view <id, set> if it is r’s 

own proposal, or if the proposal has a higher id for 
r’s current membership set. 

 
By itself, Sigma is a theoretical algorithm; one 

practical deficiency of Sigma is that it may generate 
inconsistent, transient views prior to converging on the 
correct final views. When a server receives an NE, it 
increments its identifier and outputs a view; if it receives 
a proposal for the membership set that it currently 
believes in and the proposal has a higher identifier, then 
the server adopts that identifier and outputs another view. 
This results in fast view agreements but may sometimes 
produce superfluous (disagreed) views prior to this 
agreement. We denote the theoretical Sigma algorithm as 
Sigma_UD. 

To remedy this deficiency, [3] suggests a design in 
which Sigma is used with a “filter” to prevent such 
problematic views from being delivered to GM clients. 
One possibility is to use a filter that delays view delivery 
until it is known that other members have come up with 
the same views. This is what all other existing GM 
algorithms do. Using such a filter would result in the 
same performance properties as those of other existing 
algorithms, requiring two or more rounds of message 
exchanges among group members in order to reach 
Agreement on Views. 

Another possibility is to design filters that, when 
deployed with Sigma, would do better than existing 
algorithms. In particular, [3] suggests a simple filter, 
which we call LD, that preserves the single-round worst-
case performance of Sigma, and at the same time is 
claimed to be effective at weeding out inconsistent, 
transient views. Specifically, LD delays view deliveries 
until latest proposals from all servers agree on the correct 
membership set. This works, even though the ids of these 
latest proposals are not required to be the same, because 
after a group stabilizes, the membership sets are already 
the same, so the remaining task is to produce the same 
identifiers. Everyone sends their identifier and the 
member with the largest one wins. This maximal 
identifier in the worst case reaches everyone within one 
message latency. We denote the Sigma algorithm with LD 
filtering as Sigma_LD. 

In [14], we demonstrate that Sigma can operate 
successfully in a simulated WAN environment. We 
observe that combining Sigma with a simple mechanism 
LD for limiting disagreement is highly effective, resulting 
in virtually all views being in agreement. In addition, 
Sigma_UD (without a filter) performs well when transient 

Sigma[Server r] 
 
On receive ner(joins, leaves): 
 prop[r].set ← prop[r].set ∪ joins – leaves 
 let max_id = max{prop[i].id | i ∈ prop[r].set
      ∧ prop[i].set = prop[r].set} 
 prop[r].id ← max(prop[r].id + 1, max_id) 
 send_view ← true 
 send proposal (r, prop[r].id, prop[r].set)  
  to prop[r].set (deliver immediately to self) 
 
On receive proposalr(s, id, set): 
 prop[s] ← 〈id, set〉 
 if(set = prop[r].set) 
  if(id > prop[r].id)  
   prop[r].id ← id 
   send_view ← true 
  endif 
  DeliverViewIfReady() 
 endif 
 
DeliverViewIfReady() = 
 if((send_view = true) ∧ LD()) 
  deliver view 〈prop[r].id, prop[r].set〉 
  send_view ← false 
 endif 
 
where LD() is a filter used in the Sigma_LD algorithm. LD()≡ 
((∀i∈prop[r].set)prop[i].set=prop[r].set))  



disconnects of short duration are ignored. For example, in 
our study, Sigma_UD reached agreement on all views 
when disconnects lasting under 55 seconds were not 
reported by the failure detector. These results strongly 
indicate that Sigma is not just a theoretical result, but is 
instead a result with important practical implications for 
Group Communication systems.  
 
4. Scalable Group Membership 
 
 Our focus in [14] has been on verifying Sigma’s 
accuracy as a single-round GM algorithm. In this paper 
we turn to the issue of Sigma’s scalability: how efficiently 
Sigma performs in practice as the number of group 
members increases. 
 Sigma’s scalability issues stem from the all-to-all 
nature of its communication scheme. All-to-all (A2A) 
message exchange is essential to reaching agreement 
within a single-round, but it results in high message 
overhead, specifically O(n2) unicast messages (or O(n) 
multicast messages) in the worst case for n participating 
nodes. Moreover, the worst case in A2A protocols is, in 
fact, the common case. As group membership protocols 
are scaled to larger and larger numbers of participating 
processes, they experience a steadily growing overhead as 
greater numbers of messages are exchanged, 
acknowledged, lost, and retransmitted. Greater message 
overheads lead to increased contention in the network, 
which results in network congestion, overflowing 
message queues, and ultimately message delay and loss. 
Lost messages need to be retransmitted, compromising 
the efficiency of the membership algorithm while further 
increasing the message overhead [12]. 
 There are two orthogonal approaches to achieving 
scalability in Sigma, and both aim to reduce message 
overhead. The first approach, which Sigma already uses, 
is a two-tier architecture, in which a set of membership 
servers maintains group membership on behalf of a set of 
clients, the group members. The scalability of a two-tier 
architecture comes from the idea of applying it to form a 
hierarchy of membership services, where membership 
servers at one level can at the same time also be clients of 
other membership servers that operate at a higher level in 
the hierarchy. Using this hierarchy, the number of nodes 
exchanging messages amongst each other in an all-to-all 
manner can be kept constant. 
 The second approach directly reduces the number of 
messages being exchanged, rather than the number of 
nodes exchanging them: the use of a leader-based 
protocol instead of A2A. Instead of having all 
membership servers send messages to all other servers, a 
leader-based protocol chooses one of the servers to act as 
an intermediary for communication among servers; this 
chosen server is called the “leader”. Membership servers 
only send messages to, and receive messages from, the 

leader. The leader can be picked deterministically without 
any additional communication, in a way that results in 
every server choosing the same leader when the 
underlying group component stabilizes (like in [10, 18]).  
 Bakr and Keidar [12] studied the effect of message 
overhead on algorithm performance in the context of the 
characteristically lossy nature of a WAN. They observed 
that the running time of A2A protocols in the presence of 
lossy links and message losses is actually longer than for 
leader-based protocols, despite the fact that leader-based 
protocols involve an extra communication step, because 
even relatively low loss rates get amplified by the greater 
volume of messages sent in an A2A algorithm. They 
observed this effect with just nine participating nodes; 
Sigma’s applications can conceivably involve much 
larger, and continuously evolving, numbers of 
participating membership servers.  
 Urban and Schiper [11] found a leader-based 
consensus algorithm to be more efficient in practice than 
an equivalent A2A algorithm. They observed that the 
greater message overhead found in the A2A algorithm 
increases network contention, which in turn causes 
message loss and communication delays.  
 Both [11] and [12] agree that centralized, leader-based 
communication schemes can be more efficient in practice 
in certain networks than A2A protocols, due to 
dramatically reduced message overhead. They also imply 
that a leader-based protocol offers more room for 
performance optimization than A2A, by enabling the 
selection of a leader that can offer the best quality of 
service, for example one with greater resources or more 
reliable connections. Thus, in dynamic networks where 
message loss is common and unavoidable and the number 
of participating servers can be large and evolving, we 
believe that Sigma can be made more scalable and 
efficient by transforming its all-to-all communication 
scheme into a leader-based one. 
  
5. Leader-Based Sigma 
 
 The pivotal distinction between the all-to-all protocol 
and Leader-Based Sigma is that while A2A Sigma has all 
servers both sending and receiving proposals, Leader-
Based Sigma involves the selection of a leader that acts as 
an intermediary for communication among servers. It is 
the duty of the leader to collect proposals from other 
servers, construct a ready-to-install view, and share this 
view with the rest of the servers, which they subsequently 
install. The additional step of view sharing is responsible 
for the extra communication step. At the same time, 
restricting communication to occur only with the leader 
results in a significant reduction in message overhead, 
from O(n2) in A2A to O(n) in Leader-Based Sigma with 
LD filtering. Without LD filtering, the worst case is still 
O(n2), but it is a less common case; specifically, when all 



n proposals received by the leader have different ids and 
arrive in sorted increasing order. In [14] we observe that 
most if not all proposals carry the same id per execution 
of the Sigma protocol. In this common case, the message 
complexity is also reduced to O(n) for Leader-Based 
Sigma_UD.   
 

 
Figure 3.  Pseudocode for Leader-Based Sigma 

 Leader-Based Sigma (Figure 3) proceeds as follows. 
Upon receiving an NE, a server r updates its membership 
set prop[r].set and increments its prop[r].id as in the 
original algorithm. But instead of sending a proposal to all 
servers that are relevant to the membership set, server r 
now sends a proposal only to the leader. 

When the leader L receives a proposal from server r, 
it saves the proposal in props[r] and adjusts prop[L].id 
to be maximal, as before. Then, in addition to installing 
the view itself, the leader also shares the view, by sending 
it to the rest of the servers. Upon receiving a view from 
the leader L, server r saves it in its own prop[L] and 
conditionally delivers the view to its clients; the condition 
is the following: prop[r].set has to match prop[L].set, 
and prop[r].id has to be no greater than prop[L].id. 
This condition is also checked when server r receives an 
NE, because the NE may happen after the leader already 
shared the latest view with r. 
 As was mentioned before, the leader is picked 
deterministically without any additional communication. 
For example, the leader can be chosen as the server with 
the largest process identifier in the current membership; 
this is the strategy we assume for the illustrations in 
Section 6. Other GM algorithms also use a strategy of 
picking the oldest member as the leader. In addition to 
such static strategies, some applications may benefit from 
a dynamic leader-selection strategy, which for example 
may account for connection qualities of different 
members. 

Regardless of the leader-selection strategy, the leader 
needs to be changed when the current leader crashes or 
disconnects. Note that there may be transient periods 
during which different members have different 
perceptions of the membership, in which case members 
may select inconsistent leaders. Also, since the network 
environment is partitionable, it is possible for different 
leaders to serve mutually exclusive subsets of servers. 
 Because the leader is just like any other membership 
server, in addition to its leadership duties, it also receives 
NE events. In Leader-Based Sigma_UD, when the leader 
receives an NE, it immediately sends itself a proposal, 
processes it, and installs the new view, as well as shares 
this view with the other servers. This optimistic best-case 
scenario reduces the time required for the leader-based 
algorithm by one round. 
 Limiting disagreement in Leader-Based Sigma works 
similarly as in the A2A Sigma_LD, in that views are 
installed only when proposals from all the servers agree 
on the membership set. In Leader-Based Sigma, however, 
the LD filter has been moved out of individual servers’ 
view delivery process, and into the domain of the leader. 
Specifically, the leader shares its view only when the LD 
condition is satisfied. Since a view is installed only after 
the leader has shared it, all installed views thus meet the 
LD criteria, including views installed by the leader itself. 
 
6. Discussion 
 
 In this section we consider the contrasting effects of 
using Leader-Based Sigma and A2A Sigma and discuss 
the tradeoffs involved. We also compare Leader-Based 

Leader-Based Sigma [Server r] 
 
On receive ner(joins, leaves): 
 prop[r].set ← prop[r].set ∪ joins – leaves 
 let max_id = max{prop[i].id| i∈prop[r].set 
            ∧ prop[i].set = prop[r].set} 
 prop[r].id ← max(prop[r].id + 1, max_id) 
 let L = leaderOf(prop[r].set)  
 if (r = L) share_view ← true 
 else DeliverViewIfReady(L) 
 endif 
 send proposal (r, prop[r].id, prop[r].set)  
  to L (deliver immediately to self if r=L) 
 
On receive proposalr(s, id, set): 
 prop[s] ← 〈id, set〉 
 if (set = prop[r].set) 
  if(id > prop[r].id)  
   prop[r].id ← id 
   share_view ← true  
  endif 
  ShareViewIfReady() 
 endif 
 
On receive viewr(s, id, set): 
 prop[s] ← 〈id, set〉 
 DeliverViewIfReady(s) 
 
ShareViewIfReady() = 
 if((share_view = true) ∧ LD()) 
  send view (r, prop[r].id, prop[r].set) 
    to prop[r].set (deliver immediately  
        to self) 
  share_view ← false 
 endif 
 
DeliverViewIfReady(L) =  
 if((prop[L].set = prop[r].set)  
    ∧ (prop[L].id ≥ prop[r].id)) 
  prop[r].id ← prop[L].id  
  deliver view 〈prop[r].id, prop[r].set〉 
 endif 
 
LD() is a filter used in the Sigma_LD algorithm: LD()≡ 
 ((∀i∈prop[r].set) prop[i].set=prop[r].set)).
   For Sigma_UD, LD()≡true.  
* Each event handler is executed atomically. 



Sigma to a leader-based membership scheme used in a 
number of group communication systems [10, 18, 20]. 

Each scenario in Figures 4-8 shows a system of four 
membership servers: s1, s2, s3, and s4. Horizontal lines 
represent the passage of time. Filled circles represent 
installation of views. The views are shown in angle 
brackets; initial views are on the left, and final views are 
on the right. Hollow stars represent network events (NEs). 
Hollow arrows represent ignored messages, and filled 
arrows represent messages that change state at the 
recipient.  In Figures 4 and 5, all arrows correspond to 
proposals. In Figures 6 and 7, dashed arrows are 
proposals, and solid arrows are shared views.   
 
6.1 LB Sigma vs. A2A Sigma 
 
 We first summarize the A2A versions in Figures 4 and 
5. According to Sigma_UD, servers can install a view 
immediately when they receive an NE (Figure 4), or 
within one round of message exchange, when receiving a 
proposal with the same membership set, but higher-valued 
view id. In the example, server s4 first raises an NE where 
s1, s2, and s3 join its membership, resulting in view 
<1,(s1,s2,s3,s4)>, which it installs. Then, it receives a 
proposal from s3 with view <6,(s1,s2,s3,s4)>. Since the 
proposal offers a higher view id than its current one, 
server s4 installs the proposed view. In Sigma_LD 
(Figure 5), however, servers must wait until proposals 
from all the servers relevant to the current membership set 
have matching membership sets. Once all these proposals 
have been received, the Sigma_LD servers install the 
view.  
 Figures 4 and 5 demonstrate the A2A nature of the 
message exchange, with each server sending proposals to 
the three other servers. For just four servers, there are 
already 12 unicast messages being sent at the same time 
(or 4 multicast messages to 3 servers). With each 
additional server, the number of unicast messages 
increases by 2(n-1), where n is the new number of servers.  
For n servers, the number of messages being sent at the 
same time is n(n-1), or O(n2). A large-scale GM 
deployment can conceivably consist of tens of 
membership servers; sending hundreds of messages in the 
network for just a single NE could lead to the various 
problems of contention, including network congestion, 
overflowing message queues at each server, and 
ultimately message loss. Message loss leads to 
retransmissions, which both slows down the membership 
algorithm and further increases the message overhead.   
 Scenarios describing Leader-Based Sigma_UD and 
Leader-Based Sigma_LD are shown in Figures 6 and 7, 
respectively. The leader selection criterion in this scenario 
is the connected server with the largest id; when server s4 
joins, it is chosen as the leader.  When an NE is raised, a 
server forwards a proposal to the leader. The leader shares 

new views with the other servers. Upon receiving a shared 
view from the leader, servers install the view if its 
identifier is greater than or equal to their current 
perception of the correct view id.  
 

 
Figure 4. All-to-All Sigma_UD 

 
Figure 5. All-to-all Sigma_LD 

 
Figure 6. Leader-Based Sigma_UD 

 
Figure 7. Leader-Based Sigma_LD 

 
Figure 8.  A standard leader-based GM algorithm 

 



In Figure 6, after s4 receives an NE with s1, s2, and s3 
joining, s4 constructs the view <1,(s1,s2,s3,s4)> and 
shares it with the other servers. However, the other 
servers have 6 as their proposal identifier; since this is 
greater than the view id 1 shared by the leader, the new 
view is ignored by the other servers. Once leader s4 
receives proposal <6,(s1,s2,s3,s4)> from s3, it corrects its 
perceived view id to 6, and shares the modified view, 
which is installed by the rest of the servers. Note that in 
Leader-Based Sigma_UD, the leader shares a view 
without checking if all proposed membership sets match, 
and thus it immediately shares a view when an NE is 
raised. However, in Leader-Based Sigma_LD, similarly to 
A2A Sigma LD, the leader waits until all proposals 
relevant to its current perception of the group membership 
have matching membership sets before sharing the view. 
Thus, in the latter case, the leader does not send any 
messages when an NE is raised. 
 Figures 6 and 7 demonstrate how the view-sharing step 
in Leader-Based Sigma delays view installation by one 
round. In A2A Sigma, views are installed just one round 
after the last NE occurs in the worst case, and 
immediately in the best case (for Sigma_UD). In Leader-
Based Sigma, views are installed only after the leader has 
shared the view. The leader shares views one round after 
the last NE event occurs in the worst case, and 
immediately in the best case. The servers receive the 
shared views one message latency later, and thus Leader-
Based Sigma’s execution is always one message latency 
longer than A2A Sigma. 
 On the other hand, these scenarios demonstrate 
Leader-Based Sigma’s reduction in message overhead 
compared to A2A Sigma: for n servers, the total message 
overhead is O(n) in the worst case for Leader-Based 
Sigma_LD and in the common case for Leader-Based 
Sigma_UD. As described in Section 5, the worst-case 
message complexity for Leader-Based Sigma_UD is still 
O(n2), in the case where all n proposals have different id’s 
and arrive at the leader in order of increasing id. This 
worst case, however, is different from, and much less 
common than, the worst case of A2A Sigma_UD, which 
is, in fact, its common case, for example, as depicted in 
Figure 4. 
 By reducing the message overhead from O(n2) to O(n) 
in the common case and in the worst case when using the 
LD filter, Leader-Based Sigma thus offers a significant 
reduction in network contention and message loss. 
Avoiding message loss means fewer retransmissions, 
resulting in a more efficient execution of the membership 
algorithm, despite a theoretically established extra round 
of message exchange. In addition, Leader-Based Sigma, 
like other leader-based algorithms, offers a parameter for 
controlling the quality of service of links over which 
messages are sent: the choice of leader. Because all 
messages are sent either to or from the leader, choosing a 

leader with the best resources and most reliable 
connections can give a performance edge to Leader-Based 
Sigma even in the worst case. In contrast, A2A’s 
performance is sensitive to slow and lossy paths [12]. In 
this light, in certain practical networks, Leader-Based 
Sigma can offer better overall performance and scalability 
than A2A Sigma. 
 
6.2 LB Sigma vs. Existing LB Solutions 
 
 Leader-based Sigma must also be considered in the 
context of other leader-based algorithms that have been 
studied and implemented in the past. Figure 8 
demonstrates a communication pattern of a standard 
leader-based GM algorithm, like the one used in Horus 
and Ensemble [10,18,20]. The membership algorithm in 
Horus and Ensemble is similar to Sigma_LD. However, it 
is different in two ways. First, the leader is the only server 
that reacts to network events. Upon learning of a network 
event, the leader sends a message to the other servers 
asking them to send in their view proposals, delaying 
everyone’s participation in the algorithm until this 
message from the leader reaches them. This delay results 
in GM taking three communication steps, in contrast to 
the two steps taken by the Leader-Based Sigma_LD. The 
second difference is that the leader waits to receive new 
proposals with the matching view identifier and 
membership set from all the servers before sharing the 
view with the servers. In contrast, Leader-Based 
Sigma_LD can reuse an old proposal with a different 
identifier, as long as the membership set matches. 
Consequently, Leader-Based Sigma_LD's less rigorous 
filtering may avoid unnecessary delays that might occur 
in the traditional GM algorithms. Our simulation of A2A 
Sigma showed that such a less rigorous filter works well 
in practice [14]. Moreover, like A2A Sigma, Leader-
Based Sigma can be deployed with filters other than LD, 
potentially resulting in algorithms that are even more 
efficient than Sigma_LD. 
 
7. Conclusion 
 
 In this paper, we have presented Leader-Based Sigma, 
a more scalable version of the original single-round group 
membership protocol proposed in [3]. Although Leader-
Based Sigma involves an additional communication step 
compared to A2A Sigma, in many practical situations, LB 
protocols can outperform A2A protocols. Moreover, 
Leader-Based Sigma involves fewer message exchange 
rounds than other leader-based GM algorithms. Therefore, 
Leader-Based Sigma is a fast and scalable GM solution 
that should be appropriate for real WAN environments 
and other dynamic fault-prone networks.  
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