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ABSTRACT

Information survivability encompasses many aspects of se-
curity and reliability for computers, communication net-
works, and information systems in general. In this paper,
we concentrate on the use of dynamic reconfiguration as a
diversity technique to survive denial-of-service attacks. By
dynamically switching among several configurations, a
group communication session can continue despite suc-
cessful attacks against individual network nodes or par-
ticular protocols. To demonstrate this concept, we are de-
veloping a collaborative planning tool with a shared
drawing area, a text-based chat area, and voice communi-
cation. This tool is implemented in the Java programming
language.

INFORMATION SURVIVABILITY

Information survivability is more than just computer secu-
rity. Survivability can be defined as the ability of a system
to complete its mission, in whole or in part, in a timely
manner, despite the incapacitation d significant portions
of the system by attack or accident. The wnstruction d
large-scd e information systems from off-the-shelf compo-
nents whose internal structure is quite well known to the
community at large, combined with the complexity of de-
signing and implementing software, suggests that no
amourt of hardening can guaranteethe invulnerability of a
system to externa attadks [1]. It is because of thisinability
to build breach-proof systems, that we need to build sys-
tems that are robust in the presence of attacks. Systems
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shoud be able to survive even those attadks that cannot be
completely repell ed.

Our primary concern is the ability of a distributed infor-
mation system, such as our prototype llaborative plan-
ning tool, to gracefully degrade ad survive denia-of-
service attadks direded at individua network nodes or
particular protocols.

DYNAMIC RECONFIGURATION

We propose to use dynamic remnfiguration as a surviv-
ability mechanism. We ae using Java programming lan-
guage to take alvantage of the class libraries provided for
high-level network programming. The system can be pre-
programmed with several diverse mmmunication configu-
rations. When a disruptive attack is detected, the system
switches from its current configuration to a new configu-
ration where the impad of the attadk will be less ®vere
and the system can continue to function winterrupted.

Suppase, for example, that the server in a dient-server
collaborative planning session crashes or becomes over-
loaded due to a denial-of-service attack. At this point the
system is reconfigured in reaction to the atack: the dients
disconnect from the server and fall back to direct peer-to-
peea conrections.

DESIGN ELEMENTS

Distributed information systems can be implemented with
ore of severa different communicaion configurations.
Ead configuration can be implemented by one of several
protocols. We describe several configurations and proto-
cols relevant to the design of the group communication ar-
chitecture for a @llaborative planning tool.
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Peer-to-Peer: In a pea-to-pee cornfiguration, all commu-
nicating network nodes are equals, with no central con-
troller. Group communication can be acomplished with
multiple point-to-point (unicast) connections. If there ae
N participants then each o them has N-1 conrections to
the other participants. Thisrequiresatotal of N(N-1)/2 hi-
directional conrections.

Figure 1. Peer-to-pea configuration among five nodes.

This is a robust configuration, for even if one of the net-
work nodes is attacked the remaining nodes can continue
to communicae uninterrupted. But this configuration hes a
disadvantage in that it does not make good tse of band-
width. This configuration is nat efficient for large numbers
of participants.

Client-Server: In a dient-server configuration, a central
server communicates with a group d clients. The dients
depend on the server and are subordinate to it. Group
communicaion can be acomplished with multiple unicast
conrections between the server and the clients. This re-
quires only N bi-directional conrections to support N cli-
ents.

Figure 2. Client-server configuration with a server (A) and
four clients (B, C, D and E).

This configuration makes more dficient use of bandwidth
than a peer-to-pea configuration, kut it is not as robust. A
denia-of-service dtadk on the server could slow or even
stop the entire system. Client-server, being one of the most

common configurations for distributed information sys-
tems, needs robustnessagainst such attadks to be built into
the system for more reliable service

Multicast: Group communication can be accomplished by
conventional unicast, with the sender establishing separate
conrections to each receiver. Aslong as the group is small,
this approach is reasonable. But as the group size in-
creases, the inefficient utilization of bandwidth can affect
performance

Figure 3a. Unicast connedions from asingle sender (A) to
multi ple recipients (D, E, F and J).

Multicest is a more scalable gproach in which data
streams are replicated by routers within the network in-
stead of requiring the sender to generate redundant data
streams. This makes much more dficient use of bandwidth
because no more than ore wpy of a data stream traverses
any link in the network.

Figure 3b.: Multicast from single sender (A) to multiple
recipients (D, E, F and J).

Our goal isto buld a system capable of existing in multi-
ple configurations, such as the ones mentioned here, and
with a caability to switch between configurations dy-



namicdly withou any interruption to the ongoing goup
communicaion session. In the next section we further ex-
plain our prototype llaborative planning tool and how
such a caability might help survive attacks that canna be
repelled.

PROTOTYPE IMPLEMENTATION

Our prototype llaborative planning tod currently has
three comporents: shared whiteboard, text-based chat, and
voice @mmunicaion. The whiteboard and chat compo-
nents require reliable data delivery to al group members,
while the voice comporent must tolerate some data loss
becaise delay requirements make it impaossghble to wait for
retransmisgons. All three mmporents of the tool are vul-
nerable to attadk.

We use the Java programming language for the prototype
implementation to take alvantage of the high-level net-
working class abstradions which enable rapid develop-
ment of the prototype. The aitire system as implemented
required less than 1300lines of code in Java. Java dso
suppats multi-threading and doject serialization which are
used in the implementation. [2]

We did not attempt to develop new communicaion con-
figurations or new protocols. Instead we used the well-
known configurations explained in the previous section
and standard TCP and UDP protocols to build the ampo-
nents of our collaboration tool [5]. In the current version d
the prototype, al reconfigurationis done manually. Future
versions may incorporate some form of intrusion detection
couded with an intelligent controller to automate recon-
figuration.

Because the whiteboard and chat comporents of the todl
bath require reliable data transfer of data, they were built
to use TCP, the reliable Transmisson Control Protocol.
The voice comporent, which can tolerate some data loss
uses UDP, the unreliable User Datagram Protocol.

The collaboration tod containing these three comporents
was implemented to follow threedifferent configurations.
The conference begins in a peer-to-pee configuration
where there is full connectivity among al the nodes. The
remaining members of the conference can continue unin-
terrupted even if one of the nodes fails due to an attack.
Meanwhile suitable recovery adions can be taken at the
affected nock.
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Figure 4a. : Conference begins — peer-to-pee connection
between two participants

Figure 4b. Conference mntinues— fully inter-conreded
peea-to-pea conrections among all participants

This is a robust configuration, but it wastes bandwidth.
After the number of participants readies a threshold, we
might want to reconfigure the system from pea-to-pea to
client-server. One of the participants is designated to ad as
a server andthe others are now clients.
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Figure 4c. As groupsize grows, system switchesto client-
server configurationto utili ze bandwidth.
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Bandwidth is better utilized, though this configuration still
is not the best because dl packets are being unicast. If the
number of participants bemmes very large then the system
could reconfigure once again from client-server to multi-
cast.



Due to the lack of Java implementations of reliable multi-
cast protocols, only the voice mmporent of the tod sup-
ports multicast at this time. However we are evaluating
Java implementations of reliable multicast such as Light
weight reliable multicast protocol [3] and the possibility of
using the samein our system.

If the server is attadked, then the system fails and the con-
ferenceisinterrupted.
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Figure 4d. When the server is attacked, clients disconrect
from Server.

To survive this attadk, we @an dynamicdly reconfigure the
system to go badk to the fully interconneded peer-to-pee
configuration. The system survives the attack and the @n-
ference ontinuous, thowgh with fewer participants.

Figure 4e. : Dynamicdly reconfigure badk to afully inter-
conrected peer-to-pee configuration.

If required, a new server can be seleded and the system re-
sumes client-server operation. In the mean time, the at-
tacked nade @an be repaired and later rgjoin the nfer-
ence Thus by switching between dfferent configurations,
the system can use dynamic reconfiguration to survive de-
nial-of-service dtacks.
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Figure 4f. : A new server islaunched and the conference
proceedsin a dient-server configuration.
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Figure 4qg. : The dtadked node rejoins the mnference dter
having been repaired.

CONCLUSIONS

Thisreseach dces not focus on security issues such as pri-
vacgy and intrusion detection. The primary concern is to
survive denial-of-service atadks. To demonstrate this con-
cept, we implemented a prototype ollaborative planning
tod using the Java programming language [4]. The proto-
type wllaborative todls are used to demonstrate and evalu-
ate the concept of dynamic reconfiguration as a surviv-
ability strategy. In the airrent prototype, dynamic recon-
figuration is still a manual process. Failures and attadks
are not detected automatically, and wser intervention is re-
quired to switch configurations.

This prototype demonstrates the caoability to dynamicdly
switch between configurations and protocols during an ac-
tive group communicaion sesson. This capability to
control the underlying network communicaion systemin a
manner that is transparent to the goplicationisthefirst step
in surviving attacks and system fail ures.



FUTURE WORK

The current prototype demonstrates a reconfigurable
communicaion system. An intrusion detection comporent
could be alded on to automate the reconfiguration process.
For example, the dients in a dient-server configuration
could use a election protocol to designate anew server
when afailure is detected. Other aspects of network sec-
rity, such as the use of cryptography for privacy and
authentication, could be aldressd to harden the system
and make it more difficult, but not impossble, to launch
successful attacks. However, because attacks will still be
possible, the adility to dynamicdly reconfigureis crucial.

The collaboration toadl could be enhanced by adding func-
tionality to existing comporents, such as loading imagesin
the whiteboard, a by adding new comporents, such as
video communicaion. Reliability could be enhanced to
provide late joiners with data that they may have missed.

The reconfigurable communicdion system could be en-
hanced by adding reliable multicast protocols to the @l-
lection of configurations. We wuld also take advantage of
the dynamic cagpabilities of Java to distribute objects that
represent network conrections. This would make it possi-
ble to dynamicdly update all nodes with code that imple-
ments a new protocol. Thus, instead of switching among
several pre-set configurations, the goplication could be dy-
namicdly updated with dojeds that know how to transport
themselves across the network with a new protocol.
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