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ABSTRACT

We examine vulnerabilities of several reliable multicast pro-
tocols. The various mechanisms employed by these proto-
cols to provide reliability can present vulnerabilities. We
show how some of these vulnerabilities can be exploited in
denial-of-service attacks, and discuss potential mechanisms
for withstanding such attacks.

1 INTRODUCTION

Group communicationcan be achieved throughthe use of
multiple unicasttransmissionsHowever, this is inefficient
becausesomenetwork links carry multiple copiesof the
samedata. Figure 1 illustratesa situationthat could oc-
curwhenawebsener senddive audioto severalrecevers.
Multicasttransmissioomakesmoreefficient useof network
resources. Datais routedsuchthat it never traversesthe
samenetwork link twice,asshavn in Figure2.

A B

C D E

Figure1l: Unicasttransmissiorfrom a single source(A) to
multiplerecevers(B, C, D, andE).

Somegroup communicationapplications,suchas inter
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Figure2: Multicasttransmissiorirom asinglesource(A) to
multiple recevers(B, C, D, andE).

active audio/videoconferencing,use unreliable multicast
transmission. This is becausesuchapplicationscantoler-

atesomedataloss,but cannottoleratethe delayscausedyy

waiting for the retransmissiorof missingdata. Otherap-
plications, such as situation awarenessand replicatedfile

seners, requirereliable multicasttransmission.Many dif-

ferentreliable multicastprotocolshave beendevelopedto

meetthe differing needof their applications.

Mostreliablemulticastprotocolsareoptimizedfor perfor
manceandarerobustto commonfaults,suchaslost paclets
andfailure of oneor moregroupmembers.Few protocols
aredesignedo withstandintentional,maliciousattacks.As
experimentalprotocolsbecomecandidatedor standardiza-
tion, their vulnerabilitiesto suchattackswill be animpor
tantevaluationcriterion[1]. We will discussvulnerabilities
of severalprotocolsthatallow anattaclerto disrupta com-
municationsessionWe will alsodiscussryptographiand
non-cryptographicefensanechanisms.

In an attemptto prevent attacks,network-level security
suchasIPSEC|[2, 3, 4], could be emplgyed to make ev-
ery paclettransmissiorsecure But this protectioncomesat
significantcostand cannotprotectagainstall attacks. En-
cryption can provide privagy to prevent other partiesfrom



observingthe databeingexchangedn agroupcommunica-
tion session.However, authenticatiorandintegrity, arethe
securityservicegequiredto protecta protocolfrom disrup-
tion. Authenticationidentifiesthe origin of a messageand
integrity assureshata messagés notalteredin transit.

Secret-ky algorithms,suchaskeyed MD5 [5], canpro-
vide integrity andlimited authenticatiorfor groupcommu-
nication. All group membersuse a single, sharedkey to
authenticatgpaclets. This canprotecta protocolfrom cer
tain kinds of attacksfrom adwersariesvho do not possess
thesharedkey. However, in amobilewirelessnetwork envi-
ronmentthereis therealpossibilitythatthesharedey may
be compromisedhroughthelossor captureof oneor more
group members. Imagineevery soldierin an army being
providedwith a pager for example. It is likely thatseveral
of thesesmalldeviceswould belosteachday.

It is necessaryo usepublic-key algorithmsfor authenti-
cationin a groupsetting,sothateachmemberasa unique
key. Thecompleity of public-key algorithmsseverelylim-
its performanceOntheorderof 10 messagesanbesigned,
and 10 to 100 messagesan be verified eachsecondusing
public-key algorithmg. This maybe acceptablevheneach
messagés alargeimage butit maynotbeacceptablevhen
eachmessagés anindividual network paclet.

Ratherthancrippling the performancef areliablemulti-
castprotocolby applyingcryptograply in the nameof secu-
rity, we proposehatarisk managemendpproactbetaken.
It is notnecessaryo make all attacksmpossibleput merely
to make themsuficiently difficult.

2 RELIABLE MULTICAST

The TransmissionControl Protocol (TCP) meetsthe gen-
eral requirementdor reliable, ordereddelivery of paclets
for unicasttransmissionNo suchgeneralpurposeprotocol
exists for multicasttransmission.Reliable multicastcom-
municationis importantfor applicationssuchasmultimedia
conferencingreplicatedfile seners, and distributed inter
active simulation,amongothers. Becausegroupcommuni-
cationapplicationshave widely varying reliability require-
mentsmary differentreliablemulticastprotocolshave been
developed,noneof which are dominantstandardsas TCP
is for reliable unicast. Group communicationcan be one-
to-mary or mary-to-mary with small or large groupsizes.
Someapplicationsrequirepacketsto be deliveredin ordet
while othersdo not. Someapplicationgequirestability (the
factthatthe sendekknows thata paclet hasbeenreceved),
while othersdo not. Different protocolsprovide different
levels of reliability appropriateto their particularapplica-

*Measurementaeremadewith hardwareandsoftwareimplementa-
tionsof the DSA andRSA algorithms.

tion.
2.1 SENDER-INITIATED RELIABILITY

A sendeiinitiated reliability protocol placesthe burdenof
loss detectionon the sender A positive acknavledgment
(ACK) is requiredfrom everyreceverfor every pacletsent.
A lost pacletis detectedvhenthe sendeffails to receve an
ACK from every recever within sometime limit. Whena
lossis detectedthe paclet is retransmittecand the sender
again waitsfor an ACK from every recever.

Suchsendetinitiated protocolssuffer from ACK implo-
sion[6, 7]: increasingamountsof both network bandwidth
and processingtime are consumedas the number of re-
ceiversin thegroupincreasesDenial-of-servicattackghat
producea similar implosion of ICMP echoreply paclets
have beenreported8].

Someprotocolsavoid ACK implosionby organizingthe
groupinto alogical tree[9, 10] or ring [11, 12] in orderto
reducethe numberof ACKs thatmustbe processedy ary
onegroupmember The links connectingthe nodesof the
treeor ring neednot correspondo network links between
group members. Both tree and ring protocolsrequirethat
the groupmembershigoe known. Thus,theremustalsobe
aprotocolfor reliably distributing the membershigist to all
groupmembers.

In the ReliableMulticast Protocol(RMP) [12], members
passa token arounda ring. The ring senes several pur-
poses. Only the currenttoken holder acknavledgespack-
ets. This eliminatesthe ACK implosion problemandim-
provesthroughput. A global orderingof pacletsfrom dif-
ferentsourceds determinedoy a sequenc@umberin each
ACK. The circulation of the token completelyaroundthe
ring indicateghatall groupmembersave recevedall pack-
etsupto thatpoint.

2.2 RECEIVER-INITIATED RELIABILITY

A recever-initiatedreliability protocolplacesthe burdenof
loss detectionon the individual recevers. Recevers gen-
eratea negative acknaviedgmeniNAK) whenthey detecta
lostpaclet. Thepacletis retransmittedn responseéo oneor
moreNAKs. NAK implosionis still possiblef alargenum-
ber of receverslose the samepaclet. Suppressionmech-
anismscan be usedto minimize the numberof duplicate
NAKs producedwhensuchcorrelatedossesoccur Simi-
lar suppressiomechanismganbe usedto preventa flood
of retransmissionsvhenary memberwith the appropriate
datamayrespondo aNAK [13, 14].

In the ScalableReliableMulticast (SRM) [13] protocol,
receverssendNAKSs to indicatethata paclet hasbeenlost.
Periodic statusmessagesire emitted by every recever to



announcehe highestsequenceumberreceved from each
source. Thesestatusmessagesere asa form of positve
acknavledgment.In orderto suppres&xcessNAKSs in re-
sponseo a correlatedoss,receverssendtheir NAK to the
entiregroup. If a recever hearsa NAK for the samelost
paclet, then that recever will suppresghe sendingof its
own NAK. Similarly, membersrespondingo a NAK will
sendtheirretransmissioto theentiregroup,andwill cancel
their own retransmissioiif they hearanotherone. This will
suppressluplicateresponseto a NAK.

3 VULNERABILITIES

Our initial experimentshave focusedon the ReliableMul-
ticast Protocol(RMP) and the ScalableReliable Multicast
(SRM) protocol. However, attacksthat exploit specificfea-
turesof theseprotocolswouldlik ely affectothersimilar pro-
tocolsthatsharethesefeatures Otherattacksdescribecere
are generalin natureand could affect both multicastand
unicasttransmissions.For eachattack, we discusspossi-
ble defensemechanismsOftenthe solutionis to ensurehat
routersareproperlyconfiguredandto employ cryptographic
authentication.

3.1 FLOODING ATTACK

Floodingis a general bruteforce attackin which an adwer-
sarysimply sendsa large amountof datato a particularre-
ceiver, or the entire multicastgroup,to consumeresources
and degradethe quality of serviceprovided to legitimate
group members. It is not necessaryor suchan attacler
to join the multicastgroup,to be in possessiomwf crypto-
graphickeys, or to have ary knowledgeof the properpaclet
formatfor the multicastprotocol. The pacletsthe attacler
sendswill simply consumenetwork bandwidthandprocess-
ing time.

3.2 FORGED DATA ATTACK

An attacler who hasknowledgeof the paclet formatsfor a
protocolcansendforgeddatapacletsto themulticastgroup.
We have implementedsuchan attackagainst RMP, which
causesorruptionof thefile beingtransmitted Theseforged
datapacletscanbe sentnot only from ary memberof the
ring, but from ary network host. This attackis possiblebe-
causethis particularimplementatiorof RMP doesnot ver
ify thatthe network addressn a paclet correspondso the
identifier of the appropriategroupmember If suchconsis-
teng/ checkingwereperformedthenanattaclerwould have
to spoofits addressn order for its forged datato be ac-
ceptedaslegitimate. Additionally, digital signatureould
beemployedto protectevenagainstspoofing.However, this
would imposesever throughputlimitations, as mentioned

earlier
3.3 PREMATURE ACK

We have developedan attackagainst RMP wherean out-
siderthatis not a memberof the ring sendsforged ACKs
to the group and disruptsthe orderingof paclets. The at-
tacker listensto the ACKs being exchangedby legitimate
groupmembergo determinethe currentsequenceumber
andthensendsan ACK to the groupfor a datapaclet that
hasnot yet beentransmitted.Whenthe correspondinglata
paclet is eventuallytransmittedjt will be assignedhein-
correctsequenc@umbercontainedn theforgedACK.

3.4 NAK AND RETRANSMISSION SUPPRESSION

In the ScalableReliable Multicast (SRM) protocol, a re-
ceiver multicastsa nggative acknaviedgment(NAK) to the
entire group when it detectsthat a paclet has beenlost.
When other receiers that have lost the samepaclet hear
thatNAK, they suppresshetransmissiorf theirown NAK.
Thispreventsaflood of NAKs whencorrelategacletlosses
occut thussaving network bandwidth. However, this effi-
ciengy mechanisnrepresents vulnerabilitythatcanbe ex-
ploited.

By adjustingthe time-to-live (TTL) field in the paclet
header an attacler can generateNAKs that reachonly a
subsetof the group members. This will suppressNAKs
from the membersthat receve this NAK without trigger
ing a retransmissiotirom the othermembersof the group.
Similarly, an attacler cangeneratea retransmissionvith a
reducedTTL, which will cancellegitimateretransmissions
from other group memberswithout reachingthe members
that requestedhe retransmission.Theseattackscaninter-
fere with retransmissionsyhich meanghatthey areeffec-
tive only whenlossesactuallyoccur However, lossescan
beinducedthrougha floodingattack.

4 DEFENSES

A first line of defensds to give receversthe capabilityto
filter out pacletsreceived from an attacler. This prevents
paclets from the attacler from interferingwith the opera-
tion of the reliable multicastprotocol, and minimizesthe
processingime dedicatedo thosepaclets. However, filter-
ing alonedoesnotreducethenetwork bandwidthconsumed,
suchasin afloodingattack,becausg@acletsaresimply dis-
cardedafter they have alreadybeenreceved. In orderto
consere bandwidthand preventcongestionjt is necessary
to blockthetransmissiomf pacletscloseto thesource Ver
sion 3 of theInternetGroupManagemenProtocol(IGMP),
introducedthe ability for membersof a multicastgroupto
requessuchblocking[15].



For eitherfiltering or blockingto be effective, it is neces-
saryto identify the addressesf legitimategroupmembers.
In somereliable multicastprotocols,suchas SRM, group
memberssendperiodicmessagethat containtheir identity
andstatus A simplebut effective securitymeasurés to dig-
itally signthesemessagesThusthe identity of eachgroup
membewould be securelyboundto a network address.

To circumwent these protective measures,an attacler
would have to “spoof’ its network addressothatits pack-
etsappearto comefrom a legitimate groupmember This
would force othermembersof thegroupto choosebetween
blockingtraffic from boththeattaclerandalegitimategroup
membetor allowing all traffic through.However, if network
routersareproperlyconfiguredto preventspoofing[16], an
attacler could only affect group memberson its own local
network wherethereis no intervening router to filter out
messages.

A simpleauthenticatiomprotocol,suchaskeyedMD5 [5],
couldpreventeventhis limited spoofingfrom attaclerswho
do notpossesthe secrekey sharedoy thegroupmembers.
If the secrekey werecompromisedthenit would beneces-
saryto distributeanew key, or resortto amorecostlypublic-
key authenticatiomprotocolin orderto completelyeliminate
the possibility of spoofing.

5 SECURE MULTICAST PROTOCOLS

Securereliablemulticastprotocolsdo exist [17, 18]. These
protocols can survive attackseven if up to one-third of
the group membershave been compromised. They in-
cludemechanismsvherebyhonestgroupmembersande-
tectothergroupmemberghatexhibit maliciousbehaior or
otherwisefail to properlyexecutethereliablemulticastpro-
tocol. However, theseprotocolsrely on digital signatures
to authenticateeritical control messagesDue to the com-
plexity of public key algorithms,only about10 digital sig-
naturescanbe generatedand 10 to 100 signaturesverified
per second. This cryptographicprocessingoverheadlim-
its the performanceand scalability of suchprotocols. This
performanceenaltymaybe acceptablén high securityap-
plications.

6 CONCLUSION

The attacksdescribedn this paperhave beenimplemented,
andsomehave beendemonstratetb be quite effective. We
areconductingcontrolledexperimentson a smallheteroge-
neouswired/wirelessnetwork to measurehe performance
of several reliable multicastprotocolsin both a benignen-
vironmentandin the presenceof variouscombinationsof
theseattacks.

We have discusseddefensemechanismgsanging from

simplepacletfiltering to complex authenticatiorprotocols.
Thesesolutionsoffer increasinglevels of protectionat in-

creasingcosts.We will enhancesomeof thereliablemulti-

castprotocolsdiscussedh this paperandconducicontrolled
experimentgo measureheperformance@enaltyincurredby

thesedefensemechanisms.

The reliable multicastprotocolsdiscussedn this paper
lack mechanismgo detectattacks. Adaptingsuchmecha-
nismsfrom securemulticastprotocolsis a topic for future
work. Thiswill completethe setof toolsto protectagainst
attacksdetectattacksandreactto attacks.
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