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ABSTRACT

We examine vulnerabilities of several reliable multicast pro-
tocols. The various mechanisms employed by these proto-
cols to provide reliability can present vulnerabilities. We
show how some of these vulnerabilities can be exploited in
denial-of-service attacks, and discuss potential mechanisms
for withstanding such attacks.

1 INTRODUCTION

Groupcommunicationcanbe achieved throughthe useof
multiple unicasttransmissions.However, this is inefficient
becausesomenetwork links carry multiple copiesof the
samedata. Figure 1 illustratesa situation that could oc-
cur whena webserver sendslive audioto severalreceivers.
Multicasttransmissionmakesmoreefficientuseof network
resources.Data is routedsuchthat it never traversesthe
samenetwork link twice,asshown in Figure2.
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Figure1: Unicasttransmissionfrom a singlesource(A) to
multiple receivers(B, C, D, andE).

Somegroupcommunicationapplications,suchas inter-
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Figure2: Multicasttransmissionfrom asinglesource(A) to
multiple receivers(B, C, D, andE).

active audio/videoconferencing,use unreliablemulticast
transmission.This is becausesuchapplicationscan toler-
atesomedataloss,but cannottoleratethedelayscausedby
waiting for the retransmissionof missingdata. Other ap-
plications,suchas situationawarenessand replicatedfile
servers,requirereliablemulticasttransmission.Many dif-
ferent reliablemulticastprotocolshave beendevelopedto
meetthedifferingneedsof theirapplications.

Mostreliablemulticastprotocolsareoptimizedfor perfor-
manceandarerobustto commonfaults,suchaslostpackets
andfailure of oneor moregroupmembers.Few protocols
aredesignedto withstandintentional,maliciousattacks.As
experimentalprotocolsbecomecandidatesfor standardiza-
tion, their vulnerabilitiesto suchattackswill be an impor-
tantevaluationcriterion[1]. We will discussvulnerabilities
of severalprotocolsthatallow anattacker to disrupta com-
municationsession.We will alsodiscusscryptographicand
non-cryptographicdefensemechanisms.

In an attemptto prevent attacks,network-level security,
suchas IPSEC[2, 3, 4], could be employed to make ev-
erypacket transmissionsecure.But thisprotectioncomesat
significantcostandcannotprotectagainstall attacks. En-
cryption canprovide privacy to prevent otherpartiesfrom
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observingthedatabeingexchangedin a groupcommunica-
tion session.However, authenticationandintegrity, arethe
securityservicesrequiredto protecta protocolfrom disrup-
tion. Authenticationidentifiestheorigin of a message,and
integrity assuresthatamessageis notalteredin transit.

Secret-key algorithms,suchaskeyed MD5 [5], canpro-
vide integrity andlimited authenticationfor groupcommu-
nication. All group membersusea single, sharedkey to
authenticatepackets. This canprotecta protocolfrom cer-
tain kinds of attacksfrom adversarieswho do not possess
thesharedkey. However, in amobilewirelessnetwork envi-
ronment,thereis therealpossibilitythatthesharedkey may
becompromisedthroughthelossor captureof oneor more
group members. Imagineevery soldier in an army being
providedwith a pager, for example. It is likely thatseveral
of thesesmalldeviceswouldbelosteachday.

It is necessaryto usepublic-key algorithmsfor authenti-
cationin a groupsetting,sothateachmemberhasa unique
key. Thecomplexity of public-key algorithmsseverelylim-
its performance.Ontheorderof 10messagescanbesigned,
and10 to 100 messagescanbe verified eachsecondusing
public-key algorithms

�
. This maybeacceptablewheneach

messageis a largeimage,but it maynotbeacceptablewhen
eachmessageis anindividualnetwork packet.

Ratherthancrippling theperformanceof a reliablemulti-
castprotocolby applyingcryptography in thenameof secu-
rity, we proposethata risk managementapproachbetaken.
It is notnecessaryto makeall attacksimpossible,but merely
to make themsufficiently difficult.

2 RELIABLE MULTICAST

The TransmissionControl Protocol(TCP) meetsthe gen-
eral requirementsfor reliable, ordereddelivery of packets
for unicasttransmission.No suchgeneralpurposeprotocol
exists for multicasttransmission.Reliablemulticastcom-
municationis importantfor applicationssuchasmultimedia
conferencing,replicatedfile servers, and distributed inter-
active simulation,amongothers.Becausegroupcommuni-
cationapplicationshave widely varying reliability require-
ments,many differentreliablemulticastprotocolshavebeen
developed,noneof which aredominantstandardsasTCP
is for reliableunicast. Groupcommunicationcanbe one-
to-many or many-to-many with small or large groupsizes.
Someapplicationsrequirepacketsto bedeliveredin order,
while othersdonot. Someapplicationsrequirestability (the
fact that thesenderknows thata packet hasbeenreceived),
while othersdo not. Differentprotocolsprovide different
levels of reliability appropriateto their particularapplica-

�
Measurementsweremadewith hardwareandsoftwareimplementa-

tionsof theDSA andRSAalgorithms.

tion.

2.1 SENDER-INITIATED RELIABILITY

A sender-initiated reliability protocolplacesthe burdenof
loss detectionon the sender. A positive acknowledgment
(ACK) is requiredfrom everyreceiver for everypacketsent.
A lost packet is detectedwhenthesenderfails to receive an
ACK from every receiver within sometime limit. Whena
loss is detected,the packet is retransmittedandthe sender
againwaitsfor anACK from every receiver.

Suchsender-initiated protocolssuffer from ACK implo-
sion [6, 7]: increasingamountsof bothnetwork bandwidth
and processingtime are consumedas the numberof re-
ceiversin thegroupincreases.Denial-of-serviceattacksthat
producea similar implosion of ICMP echoreply packets
havebeenreported[8].

Someprotocolsavoid ACK implosionby organizingthe
groupinto a logical tree[9, 10] or ring [11, 12] in orderto
reducethenumberof ACKs thatmustbeprocessedby any
onegroupmember. The links connectingthe nodesof the
treeor ring neednot correspondto network links between
groupmembers.Both treeandring protocolsrequirethat
thegroupmembershipbeknown. Thus,theremustalsobe
aprotocolfor reliablydistributingthemembershiplist to all
groupmembers.

In theReliableMulticastProtocol(RMP) [12], members
passa token arounda ring. The ring serves several pur-
poses. Only the currenttoken holderacknowledgespack-
ets. This eliminatesthe ACK implosionproblemand im-
provesthroughput.A global orderingof packetsfrom dif-
ferentsourcesis determinedby a sequencenumberin each
ACK. The circulation of the token completelyaroundthe
ring indicatesthatall groupmembershavereceivedall pack-
etsup to thatpoint.

2.2 RECEIVER-INITIATED RELIABILITY

A receiver-initiatedreliability protocolplacestheburdenof
loss detectionon the individual receivers. Receivers gen-
erateanegativeacknowledgment(NAK) whenthey detecta
lostpacket. Thepacket is retransmittedin responseto oneor
moreNAKs. NAK implosionis still possibleif a largenum-
ber of receivers lose the samepacket. Suppressionmech-
anismscan be usedto minimize the numberof duplicate
NAKs producedwhensuchcorrelatedlossesoccur. Simi-
lar suppressionmechanismscanbeusedto preventa flood
of retransmissionswhenany memberwith the appropriate
datamayrespondto aNAK [13, 14].

In the ScalableReliableMulticast (SRM) [13] protocol,
receiverssendNAKs to indicatethata packet hasbeenlost.
Periodicstatusmessagesare emittedby every receiver to
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announcethehighestsequencenumberreceived from each
source. Thesestatusmessagesserve asa form of positive
acknowledgment.

�
In orderto suppressexcessNAKs in re-

sponseto a correlatedloss,receiverssendtheir NAK to the
entiregroup. If a receiver hearsa NAK for the samelost
packet, then that receiver will suppressthe sendingof its
own NAK. Similarly, membersrespondingto a NAK will
sendtheir retransmissionto theentiregroup,andwill cancel
their own retransmissionif they hearanotherone.This will
suppressduplicateresponsesto aNAK.

3 VULNERABILITIES

Our initial experimentshave focusedon the ReliableMul-
ticastProtocol(RMP) and the ScalableReliableMulticast
(SRM) protocol. However, attacksthatexploit specificfea-
turesof theseprotocolswouldlikely affectothersimilarpro-
tocolsthatsharethesefeatures.Otherattacksdescribedhere
are generalin natureand could affect both multicastand
unicasttransmissions.For eachattack,we discusspossi-
bledefensemechanisms.Oftenthesolutionis to ensurethat
routersareproperlyconfiguredandto employ cryptographic
authentication.

3.1 FLOODING ATTACK

Floodingis a general,bruteforceattackin which anadver-
sarysimply sendsa largeamountof datato a particularre-
ceiver, or the entiremulticastgroup,to consumeresources
and degradethe quality of serviceprovided to legitimate
group members. It is not necessaryfor suchan attacker
to join the multicastgroup, to be in possessionof crypto-
graphickeys,or to haveany knowledgeof theproperpacket
format for themulticastprotocol. The packetstheattacker
sendswill simplyconsumenetwork bandwidthandprocess-
ing time.

3.2 FORGED DATA ATTACK

An attacker who hasknowledgeof thepacket formatsfor a
protocolcansendforgeddatapacketsto themulticastgroup.
We have implementedsuchan attackagainstRMP, which
causescorruptionof thefile beingtransmitted.Theseforged
datapacketscanbe sentnot only from any memberof the
ring, but from any network host.This attackis possiblebe-
causethis particularimplementationof RMP doesnot ver-
ify that the network addressin a packet correspondsto the
identifierof theappropriategroupmember. If suchconsis-
tency checkingwereperformed,thenanattackerwouldhave
to spoof its addressin order for its forged datato be ac-
ceptedaslegitimate. Additionally, digital signaturescould
beemployedto protectevenagainstspoofing.However, this
would imposesever throughputlimitations, as mentioned

earlier.

3.3 PREMATURE ACK

We have developedan attackagainst RMP wherean out-
sider that is not a memberof the ring sendsforgedACKs
to the groupanddisruptsthe orderingof packets. The at-
tacker listensto the ACKs being exchangedby legitimate
groupmembersto determinethecurrentsequencenumber,
andthensendsan ACK to the groupfor a datapacket that
hasnot yet beentransmitted.Whenthecorrespondingdata
packet is eventuallytransmitted,it will be assignedthe in-
correctsequencenumbercontainedin theforgedACK.

3.4 NAK AND RETRANSMISSION SUPPRESSION

In the ScalableReliableMulticast (SRM) protocol, a re-
ceiver multicastsa negative acknowledgment(NAK) to the
entire group when it detectsthat a packet has beenlost.
When other receivers that have lost the samepacket hear
thatNAK, they suppressthetransmissionof theirown NAK.
Thispreventsafloodof NAKs whencorrelatedpacketlosses
occur, thussaving network bandwidth. However, this effi-
ciency mechanismrepresentsa vulnerabilitythatcanbeex-
ploited.

By adjustingthe time-to-live (TTL) field in the packet
header, an attacker can generateNAKs that reachonly a
subsetof the group members. This will suppressNAKs
from the membersthat receive this NAK without trigger-
ing a retransmissionfrom the othermembersof thegroup.
Similarly, an attacker cangeneratea retransmissionwith a
reducedTTL, which will cancellegitimateretransmissions
from othergroupmemberswithout reachingthe members
that requestedthe retransmission.Theseattackscaninter-
ferewith retransmissions,which meansthat they areeffec-
tive only whenlossesactuallyoccur. However, lossescan
beinducedthroughafloodingattack.

4 DEFENSES

A first line of defenseis to give receiversthe capabilityto
filter out packets received from an attacker. This prevents
packets from the attacker from interferingwith the opera-
tion of the reliable multicastprotocol, and minimizesthe
processingtimededicatedto thosepackets.However, filter-
ing alonedoesnotreducethenetwork bandwidthconsumed,
suchasin afloodingattack,becausepacketsaresimplydis-
cardedafter they have alreadybeenreceived. In order to
conserve bandwidthandpreventcongestion,it is necessary
to blockthetransmissionof packetscloseto thesource.Ver-
sion3 of theInternetGroupManagementProtocol(IGMP),
introducedthe ability for membersof a multicastgroupto
requestsuchblocking[15].
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For eitherfiltering or blockingto beeffective, it is neces-
saryto identify theaddressesof legitimategroupmembers.
In somereliablemulticastprotocols,suchasSRM, group
memberssendperiodicmessagesthatcontaintheir identity
andstatus.A simplebut effectivesecuritymeasureis to dig-
itally sign thesemessages.Thusthe identity of eachgroup
memberwouldbesecurelyboundto anetwork address.

To circumvent these protective measures,an attacker
would have to “spoof” its network addresssothat its pack-
etsappearto comefrom a legitimategroupmember. This
would forceothermembersof thegroupto choosebetween
blockingtraffic fromboththeattackerandalegitimategroup
memberor allowing all traffic through.However, if network
routersareproperlyconfiguredto preventspoofing[16], an
attacker could only affect groupmemberson its own local
network where there is no intervening router to filter out
messages.

A simpleauthenticationprotocol,suchaskeyedMD5 [5],
couldpreventeventhis limited spoofingfrom attackerswho
do notpossessthesecretkey sharedby thegroupmembers.
If thesecretkey werecompromised,thenit wouldbeneces-
saryto distributeanew key, or resortto amorecostlypublic-
key authenticationprotocolin orderto completelyeliminate
thepossibilityof spoofing.

5 SECURE MULTICAST PROTOCOLS

Securereliablemulticastprotocolsdo exist [17, 18]. These
protocols can survive attackseven if up to one-third of
the group membershave been compromised. They in-
cludemechanismswherebyhonestgroupmemberscande-
tectothergroupmembersthatexhibit maliciousbehavior or
otherwisefail to properlyexecutethereliablemulticastpro-
tocol. However, theseprotocolsrely on digital signatures
to authenticatecritical control messages.Due to the com-
plexity of public key algorithms,only about10 digital sig-
naturescanbegenerated,and10 to 100signaturesverified
per second. This cryptographicprocessingoverheadlim-
its theperformanceandscalabilityof suchprotocols.This
performancepenaltymaybeacceptablein highsecurityap-
plications.

6 CONCLUSION

Theattacksdescribedin this paperhave beenimplemented,
andsomehave beendemonstratedto bequiteeffective. We
areconductingcontrolledexperimentson a smallheteroge-
neouswired/wirelessnetwork to measurethe performance
of several reliablemulticastprotocolsin both a benignen-
vironmentand in the presenceof variouscombinationsof
theseattacks.

We have discusseddefensemechanismsranging from

simplepacket filtering to complex authenticationprotocols.
Thesesolutionsoffer increasinglevels of protectionat in-
creasingcosts.We will enhancesomeof thereliablemulti-
castprotocolsdiscussedin thispaperandconductcontrolled
experimentsto measuretheperformancepenaltyincurredby
thesedefensemechanisms.

The reliable multicastprotocolsdiscussedin this paper
lack mechanismsto detectattacks. Adaptingsuchmecha-
nismsfrom securemulticastprotocolsis a topic for future
work. This will completethesetof tools to protectagainst
attacks,detectattacks,andreactto attacks.
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