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Background

Reported software vulnerabilities threatening

the security of computer systems number in the
hundreds of thousands, and new vulnerabilities
are discovered daily. Cybersecurity professionals
tasked with defending enterprise networks run
scans, looking for the presence of vulnerabilities
documented in the National Vulnerability Database
maintained by the National Institute of Standards
and Technology. Each of these vulnerabilities is
assigned a Common Vulnerability Scoring System
(CVSS) value indicating the perceived severity of
the vulnerability (lowest 0 to highest 10). Cyber
defenders then typically prioritize vulnerability
mitigations and/or patch deployments on the basis
of high CVSS scores.

However, this approach, a time- and labor-intensive
method, often results in ineffectual network defense.
The vast number of known, potentially serious
vulnerabilities discovered on a network makes it
daunting to determine what resources to expend

on which vulnerabilities. And, because CVSS

scores quantify aggregated data from many and
diverse sources, a score may not represent the risk
to a particular network or from a specific type of
attacker. For example, an attack on a commercial
company most likely was perpetrated by actors and
exploited vulnerabilities different from those involved
in attacks on government networks.

Lincoln Laboratory Technique

We developed an approach that targets cyber-
defense efforts to vulnerabilities most likely to

be used against a network. Hypothesizing that
attackers would employ strategies similar to those
they used effectively in the past, we converted
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APT 28 CVEs

Custom

% Mitigated Attacker 942 Exploit-DB
80% 6.5% 34.3% 39.4%
90% 8.0% 34.3% 40.8%

100% 8.3% 47.0% 98.7%

The table summarizes percentages of 12 vulnerabilities,
identified as advanced persistent threat (APT) group 28,
recommended for mitigation by three models (Lincoln
Laboratory’s Custom Attacker, CVSS, and Exploit-DB).

To capture 80% of the APT 28 Common Vulnerabilities

and Exposures (CVEs), the Attacker model recommends
remediating the top 6.5% of vulnerabilities, whereas the
Exploit-DB model recommends remediating the top 39.4%,
and CVSS the top 34.3%. The results for capturing 90%
and 100% are more dramatic. For all three scenarios, the
attacker model significantly outperforms Exploit-DB and
CVSS, focusing the cyber defenders’ mitigations to a much
more manageable set of CVEs.

descriptive human assessments of vulnerabilities
to numeric (vector) values and applied machine
learning to classify vulnerabilities associated with
different successful network infiltrations. These
associations inform a risk-assessment scoring
system that takes into account the particular
networks attacked by specific actors. By improving
the accuracy of tying vulnerabilities to likelihood
of exploitation, this system gives cyber defenders
a way to prioritize their countermeasures, leading
to more secure networks while decreasing costs
to their time and resources. Through several
evaluations, our supervised-learning approach
achieved better accuracy in predicting risks than
approaches relying on CVSS scores.
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