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• Key issues with narrow AI
– Value to the audience: Provide increased clarity

• AI canonical architecture
– Value to the audience: Recommend an end-to-end system framework to identify areas to lead, 

adopt/adapt, or follow

• S&T Challenges and Investment Opportunities
– Value to the audience: A structure for organizing an AI strategic development roadmap

Briefing Main Takeaways

“Success no longer goes to the country that develops a new technology first, 
but rather to the one that better integrates it and adapts its way of fighting”

– Dr. Eric Schmidt, House Armed Services Committee Testimony, April 17, 2018



Div AI Study - 3
DRM  9/3/19

Outline

• Background

– Definition of Area

– AI History Highlights

• Lay-of-the-Land 

• Robust AI

• Recommendations

• Summary



Div AI Study - 4
DRM  9/3/19

National Challenges and Role of AI

Trust in intelligent machines
(Robust AI)

Ascertain robustness

Massive amounts of structured 
and unstructured data

Leverage rapid advances in data 
conditioning, algorithms, and computing 

Technological dominance in 
support of national security

Derive actionable intelligence by 
effective human-machine teaming

National Challenges Role of AI in Augmenting Humans

Information
Superiority

Intelligent 
Systems and 

Autonomy

“We had better be quite sure that the purpose put into 
the machine is the purpose which we really desire”

Norbert Wiener, 1960
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Operative AI Definition for the Study 

Narrow AI:

The theory and development of computer 

systems that perform tasks that augment human 

intelligence such as perceiving, learning, 

classifying, abstracting, reasoning, and/or acting

We will address: Narrow AI not General AI

* Definition adapted from Oxford dictionary and inputs from Prof. Patrick Winston (MIT) during his 
visit to MIT LL May 2017
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AI Domain of Impact 
Large Amount 

of Labeled Data

Limited Amount 
of Labeled DataM O S T LY  A U T O M AT I O N M O S T LY  A U G M E N TAT I O N

Health Sciences (Medicine)Advertising

Defense

Leveraging 
Commercial 
& Academia

DataMission 
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Data Call Centers

Roomba Baxter Anomaly Detection 
(e.g., spam filtering)

Driverless Vehicles
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Select History of Artificial Intelligence

2016 - DeepMind AlphaGo 
defeats top human Go player 
(Lee Sedol)

2015 - DeepMind 
achieves human 
expert level of play on 
Atari games (using only 
raw pixels and scores)

Adapted from: The Quest for Artificial Intelligence, Nils J. Nilsson, 2010 and MIT Lincoln Laboratory Library and Archives

1997 - IBM Deep Blue 
defeats reigning chess 
champion (Garry Kasparov)

2007 - DARPA 
Grand 
Challenge 
(“Urban 
Challenge”)

2011 - IBM Watson 
defeats former 
Jeopardy! champions 
(Brad Rutter and 
Ken Jennings)

1955 - Western Joint Computer Conference 
Session on Learning Machines

1956 - Dartmouth Summer 
Research Project on AI

1958 - National Physical 
Laboratory in the UK
Symposium on the Mechani-
zation of Thought Processes

1986–present
The return of neural 
networks 

1950 - Computing 
Machinery and 
Intelligence “Turing 
Test” published by 
MIND vol. LIX

2012 - Team from U. of Toronto 
(Geoff Hinton's lab) wins the 
ImageNet Large Scale Visual 
Recognition Challenge with 
deep-learning software

G. DineenW.A. Clark O. Selfridge

1979 - An 
Assessment 
of AI from 
a Lincoln 
Laboratory 
Perspective 
Internal 
MIT LL 
publication

J. Forgie
and

J. Allen

1960 - Recognizing hand-
written characters, Robert 
Larson of SRI AI Center

1961 - James Slagle, Solving 
Freshman Calculus (Minsky 
Student) MIT

2014 - Google’s GoogleNet 
Object classification at near 
human performance

2005 - Google’s Arabic and 
Chinese to English translation

1994 - Human-level 
spontaneous speech 
recognition

1989 -
Convolutional 
Neural Networks

1984 - Hidden 
Markov models

2016 - DARPA Cyber 
Grand Challenge

J. McCarthy, M. Minsky,
N. Rochester, O. Selfridge,
C. Shannon, others

1957 - Memory 
Test Computer, 
first computer 
to simulate the 
operation of neural 
networks 

1950 2000 2010 20171960 1970 1980 1990

1959 - Arthur Samuel 
“Some studies in 
machine learning 
using the Game 
of checkers” IBM 
Journal of R&D

Programming 
Pattern 

Recognition
(MIT LL Staff)

Pattern Recognition 
and Modern 
Computers

(MIT LL Staff)

Generalization of Pattern 
Recognition in a Self-

Organizing System
(MIT LL Staff)

1957 - Frank 
Rosenblatt 
Neural 
Networks 
Perceiving and 
Recognizing 
Automation

1988 - Statistical 
Machine Translation

AI Winters 1974–1980 and 1987–1993

2001–present
The 
availability 
of very large 
data sets 

1982 – Ed 
Feigenbaum 
expert systems  
DENDRAL project
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Reflections During The Early Years of AI

Steps Toward Artificial Intelligence

Marvin Minsky, “One of the fathers of artificial intelligence” worked at Lincoln 1956–1960 

The Thinking Machine 
(Artificial Intelligence in the 1960s)

Source: YouTube, posted by Roberto Pieraccini

Dr. Jerome Wiesner (MIT President), Prof. Claude 
Shannon, and Dr. Oliver Selfridge (Grp. Ldr. at MIT LL)

Marvin Minsky with Claude Shannon, Oliver Selfridge 
and other scientists attending the Dartmouth 
Summer Research Project on Artificial Intelligence
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Top 15 Publishing Universities/Organization 
in the US (2011–2018)
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Source: Scopus which is largest abstract and citation database of peer-reviewed 
literature: scientific journals, books and conference proceedings 

Terms searched in the title and/or abstract of the publications: artificial intelligence, cognitive computing, 
machine learning, deep learning, neural network, pattern recognition, fuzzy logic, support vector machine 
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China is Putting a Major Investment into AI

1 https://www.newamerica.org/cybersecurity-initiative/blog/chinas-plan-lead-ai-purpose-prospects-and-problems/
2 The Artificial Intelligence Issue, China’s AI Awakening, MIT Technology Review, Nov-Dec 2017

The Economist (July 2017)
In 2012–16 Chinese AI firms received $2.6B 
in funding, according to the Wuzhen Institute, 
a think-tank

China Next Generation AI Development 
Plan (July 2017)1

By 2020 … China will have established initial 
AI technology standards, service systems, and 
industrial ecological system chains … with 
the scale of AI’s core industry exceeding 
$22.6B, and exceeding $150B as driven by 
the scale of related industries 

MIT Technology Review (November 2017)
China’s goal is “to have major 
breakthroughs in AI by 2025, and to be 
the envy of the world by 2030”2

Chinese Government has 
indicated plans to create a 
$150B AI ecosystem over 

the next few years

DoD R&D spending is a fraction of nation states – we are losing ground on patents and publications
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Top 15 Patent Holders in AI Per Country (2011–2016)
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Top 15 Patent Holders in AI Per Country 
of Publication (2011–2016)
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AI Citations and Publication Influence
- From G. Fabre’s Paper on China’s Digital Transformation -

0

500

1000

1500

2000

2500

China United
States

India United
Kingdom

Spain

Source: SCImago Journal Rank 2015; McKinsey Global Institute analysis
Publication: G. Fabre, ”China Digital Transformation, Why is AI a Priority for Chinese R&D?”, HAL archives-ouvertes, June 2018

1 Self-citation occurs when a journal cites another article published in the same journal.
2 The H-index ranks both the productivity of scholars and the citation impact of their publications. A higher H-index number indicates more publications that are widely cited.

While China ranks first for absolute AI citations, the United 
States holds an edge when self-citations are taken out
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Association for the Advancement of AI (AAAI 2019)
- Statistics -

Papers by Country Acceptance Rate by Country
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Accepted

Submitted

25 accepted, 161 submitted

22 accepted, 108 submitted

21 accepted, 128 submitted

26 accepted, 149 submitted

25 accepted, 122 submitted

11 accepted, 56 submitted

11 accepted, 45 submitted

79 accepted, 456 submitted

28 accepted, 162 submitted

27 accepted, 122 submitted

264 accepted, 1280 submitted

33 accepted, 208 submitted

382 accepted 
2419 submitted 

30 accepted, 127 submitted
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Outline

• Background

• Lay-of-the-Land

– AI Canonical Architecture

– Summary of Study Outreach and Highlights

• Robust AI

• Recommendations

• Summary
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AI Canonical Architecture

Data 
Conditioning

Structured
Data

Unstructured
Data

Sensors

Sources

Information Knowledge Insight

Users (Missions)

Robust AI

Explainable AI Metrics 
and Bias Assessment Verification & Validation Security

(e.g., counter AI)
Policy, Ethics, Safety and 

Training

Machine 
Learning

Human- Machine 
Teaming (CoA)

Spectrum

• Unsupervised 
Learning

• Supervised 
Learning

• Transfer learning
• Reinforcement 

Learning
• etc

Human
Human-Machine 
Complement
Machine

Modern Computing

CPUs GPUs QuantumCustom . . . TPU Neuromorphic

GPU = Graph Processing Unit 
TPU = Tensor Processing Unit

CoA = Courses of Action 
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AI Stack from Dean Andrew Moore
- Former School of Computer Science at CMU -



Div AI Study - 17
DRM  9/3/19

National Security Specific Concerns 
Compared To Commercial Sector 

AI will be a technological enabler (i.e., data and algorithm warfare) against: 
radical extremists, terrorists, and peer nations to defend our homeland and abroad 

Commercial Sector National Security
High dimensionality High dimensionality
Large volume Large volume
Mostly using enterprise cloud computing Need for both cloud and tactical computing
Human-machine teaming is tolerant to errors Human-machine teaming must be robust  
Abundant amounts of labeled data Limited amounts of labeled data
High capacity datalinks Low capacity/intermittent datalinks
Competitive environment Adversarial environment / countermeasures
Mostly consumer users Today requires sophisticated users
Explainability is not the largest issue Trust / explainability is core
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Four Components of Machine Learning Solutions

1. Define a Problem

3. Create Full Train/Test
Solution Pipelines

2. Gather Data

4. Provide Computation that 
Makes the Solution Feasible

Cluster

Classify

PredictArtificial Intelligence

Machine Learning

Representation 
Learning (inference)

Deep 
Neural Nets

Image Adapted From: “Deep Learning”
I. Goodfellow, et.al., 2016 MIT Press
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Eric Schmidt, Former Executive Chairman of Alphabet
Talk at MIT, May 2017

Where is Research Needed?

• 100x – 1000x 
Computational 
Resources

• Learn to Learn –
Automated 
Machine Learning

• A Knowledge 
Base of Shared 
Knowledge and 
Solutions

D3M Program
(Data-Driven Discovery 

of Models)

Model Zoo

Alphabet's Eric Schmidt speaks at CSAIL
https://youtu.be/TiIXV0OA6JY

• One big impediment to progress in the DoD is lack of labeled data and adv. edge computing
• No organized approach exists by DoD to leverage commercial and academia advances
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Google (WAYMO) Self-Driving Cars Development*

Number of people killed per year 
in car crashes:

• 37,461 in the U.S.1
• 1.25 million worldwide2

• 2.5 Million real-world miles 
1 Billion virtual miles in 2016

• 80% Human Intervention in 2015 
20% Human Intervention in 2016

Development Highlights

* Dimitri Dolgov, Self-Driving Cars and the Future of Mobility, 
Association for the Adv. of AI, Feb 8, 2017

Ten Trillion Vehicle-Miles are 
traveled every year world-wide

1 U.S. Department of Transportation (2016)
2 World Health Organization (2014)
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Spectrum of Commercial Organizations 
in the Machine Intelligence Field

Source: Shivon Zilis, 2016, https://www.oreilly.com/ideas/the-current-state-of-machine-intelligence-3-0
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Outline

• Background

• Lay-of-the-Land

– AI Canonical Architecture

– Summary of Study Outreach and Highlights

• Robust AI

• Recommendations

• Summary
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Government Organizations Study Outreach

Intelligence CommunityDoD

IARPA Under Secretary of Defense 
for Intelligence (USDI)
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Defense Contractors, Commercial, Peers, 
and AI Centers Study Outreach

Defense Industrial Base

Peers AI Centers

Commercial

MITRE

ARGONNE OAK RIDGE

LIVERMORE LOS ALAMOS SANDIA

CMU SEI JHU HLTCOE NASA

PNNL

USC CENTER FOR ARTIFICIAL 
INTELLIGENCE IN SOCIETY
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Academia and MIT Study Outreach

Northeastern
University

David 
Kaeli

Michel 
Kinsy

Mark 
Finlayson

Milind 
Tambe

MIT 
CSAIL

Patrick 
Winston

University 
of Michigan

Arunesh
Sinha

Srini
Parthasarathy

Anantha
Chandrakasan

MIT School 
of Engineering

Boston 
University

Ohio State
University

University 
of Southern 
California

Florida 
International

University

Vikash
Mansinghka

MIT Brain and 
Cog Sciences

Sandy 
Pentland

MIT 
Media Lab

MIT 
LIDS

Devavrat 
Shah

Srini
Devadas

MIT 
CSAIL

Jim
Glass

MIT 
CSAIL

MIT 
IDSS

Suvrit
Sra

MIT-IBM Watson 
AI Lab

Aude 
Oliva

MIT-IBM Watson 
AI Lab

Antonio 
Torralba
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Unstructured and Structured Data
- Relevant to Cyber Security & Information Sciences -

Data Conditioning/Storage Technologies
- Data to Information -

Infrastructure/Databases • Indexing/Organization/Structure
• Domain Specific Languages
• High Performance Data Access
• Declarative Interfaces

Machine Learning (Unsupervised) • Limited machine learning 
• Dimensionality Reduction
• Clustering/Pattern Recognition
• Outlier Detection

Data Labeling • Initial data exploration
• Highlight missing or incomplete data
• Reorient sensors/recapture data
• Look for errors/biases in collection

Important needs are in labeling data and automating data conditioning

Robust AI

Data 
Conditioning Algorithms 

Modern Computing

Human-
Machine 
Teaming

Data 
Conditioning

Technologies Capabilities Provided

Speech Network 
Logs

Metadata

Social
Media

Human 
Behavior

Side 
Channel

Structured Data Types

Unstructured Data Types

Sensors

Reports
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2018 AI Predictions

Key Elements of AI Canonical Architecture
• Sensors, sources, and data conditioning
• Algorithms, modern computing, and robust AI
• Human-machine teaming and users

https://www.thomsonreuters.com/en/reports/2018-ai-predictions.html
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AI Practitioners Refer to Data as the New Oil
- We are Drowning in Data -

Source: Statista, LinkedIn, Internet Live Stats, Expanded Ramblings, Slash Film, RIAA, 
Business of Apps, International Telecommunications Union, International Data Corporation

Presented by DOMO.com

• 90% of world data have been created in the 
past 2 years

• 80% of these data are unstructured 
(documents, tweets, videos, images, etc.)

• 2.5 exabytes (10^18) of data are created each 
day 

• 1.5B users are active in Facebook

• Google processes 3.5B searches per day

• More than ½ of web searches are done on a 
mobile phone

• Every minute 103M spam emails are sent

Some Recent Statistics*

* Statistics provided by Dr. Cem Sahin, MIT Lincoln Laboratory, Oct 2018
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Diversity of Data/Metadata Management 
for Processing Efficiency

NoSQL

Relational Databases (SQL)2006

NewSQL

1970

Information Retrieval P. BAXENDALE, Editor 

A Relational Model of Data for 
Large Shared Data Banks 

E. F. CODD 
IBM Research Laboratory, San Jose, California 

Future users of large data banks must be protected from 
having to know how the data is organized in the machine (the 
internal representation). A prompting service which supplies 
such information is not a satisfactory solution. Activities of users 
at terminals and most application programs should remain 
unaffected when the internal representation of data is changed 
and even when some aspects of the external representation 
are changed. Changes in data representation will often be 
needed as a result of changes in query, update, and report 
traffic and natural growth in the types of stored information. 

Existing noninferential, formatted data systems provide users 
with tree-structured files or slightly more general network 
models of the data. In Section 1, inadequacies of these models 
are discussed. A model based on n-ary relations, a normal 
form for data base relations, and the concept of a universal 
data sublanguage are introduced. In Section 2, certain opera- 
tions on relations (other than logical inference) are discussed 
and applied to the problems of redundancy and consistency 
in the user’s model. 

KEY WORDS AND PHRASES: data bank, data base, data structure, data 
organization, hierarchies of data, networks of data, relations, derivability, 

redundancy, consistency, composition, join, retrieval language, predicate 
calculus, security, data integrity 

CR CATEGORIES: 3.70, 3.73, 3.75, 4.20, 4.22, 4.29 

1. Relational Model and Normal Form 

1 .I. INTR~xJ~TI~N 
This paper is concerned with the application of ele- 

mentary relation theory to systems which provide shared 
access to large banks of formatted data. Except for a paper 
by Childs [l], the principal application of relations to data 
systems has been to deductive question-answering systems. 
Levein and Maron [2] provide numerous references to work 
in this area. 

In contrast, the problems treated here are those of data 
independence-the independence of application programs 
and terminal activities from growth in data types and 
changes in data representation-and certain kinds of data 
inconsistency which are expected to become troublesome 
even in nondeductive systems. 

Volume 13 / Number 6 / June, 1970 

The relational view (or model) of data described in 
Section 1 appears to be superior in several respects to the 
graph or network model [3,4] presently in vogue for non- 
inferential systems. It provides a means of describing data 
with its natural structure only-that is, without superim- 
posing any additional structure for machine representation 
purposes. Accordingly, it provides a basis for a high level 
data language which will yield maximal independence be- 
tween programs on the one hand and machine representa- 
tion and organization of data on the other. 

A further advantage of the relational view is that it 
forms a sound basis for treating derivability, redundancy, 
and consistency of relations-these are discussed in Section 
2. The network model, on the other hand, has spawned a 
number of confusions, not the least of which is mistaking 
the derivation of connections for the derivation of rela- 
tions (see remarks in Section 2 on the “connection trap”). 

Finally, the relational view permits a clearer evaluation 
of the scope and logical limitations of present formatted 
data systems, and also the relative merits (from a logical 
standpoint) of competing representations of data within a 
single system. Examples of this clearer perspective are 
cited in various parts of this paper. Implementations of 
systems to support the relational model are not discussed. 

1.2. DATA DEPENDENCIES IN PRESENT SYSTEMS 
The provision of data description tables in recently de- 

veloped information systems represents a major advance 
toward the goal of data independence [5,6,7]. Such tables 
facilitate changing certain characteristics of the data repre- 
sentation stored in a data bank. However, the variety of 
data representation characteristics which can be changed 
without logically impairing some application programs is 
still quite limited. Further, the model of data with which 
users interact is still cluttered with representational prop- 
erties, particularly in regard to the representation of col- 
lections of data (as opposed to individual items). Three of 
the principal kinds of data dependencies which still need 
to be removed are: ordering dependence, indexing depend- 
ence, and access path dependence. In some systems these 
dependencies are not clearly separable from one another. 

1.2.1. Ordering Dependence. Elements of data in a 
data bank may be stored in a variety of ways, some involv- 
ing no concern for ordering, some permitting each element 
to participate in one ordering only, others permitting each 
element to participate in several orderings. Let us consider 
those existing systems which either require or permit data 
elements to be stored in at least one total ordering which is 
closely associated with the hardware-determined ordering 
of addresses. For example, the records of a file concerning 
parts might be stored in ascending order by part serial 
number. Such systems normally permit application pro- 
grams to assume that the order of presentation of records 
from such a file is identical to (or is a subordering of) the 

Communications of the ACM 377 

Relational 
Model

E.F. Codd 
(1970)

1980 1990 2010

Bigtable: A Distributed Storage System for Structured Data

Fay Chang, Jeffrey Dean, Sanjay Ghemawat, Wilson C. Hsieh, Deborah A. Wallach
Mike Burrows, Tushar Chandra, Andrew Fikes, Robert E. Gruber

{fay,jeff,sanjay,wilsonh,kerr,m3b,tushar,fikes,gruber}@google.com

Google, Inc.

Abstract
Bigtable is a distributed storage system for managing

structured data that is designed to scale to a very large
size: petabytes of data across thousands of commodity
servers. Many projects at Google store data in Bigtable,
including web indexing, Google Earth, and Google Fi-
nance. These applications place very different demands
on Bigtable, both in terms of data size (from URLs to
web pages to satellite imagery) and latency requirements
(from backend bulk processing to real-time data serving).
Despite these varied demands, Bigtable has successfully
provided a flexible, high-performance solution for all of
these Google products. In this paper we describe the sim-
ple data model provided by Bigtable, which gives clients
dynamic control over data layout and format, and we de-
scribe the design and implementation of Bigtable.

1 Introduction

Over the last two and a half years we have designed,
implemented, and deployed a distributed storage system
for managing structured data at Google called Bigtable.
Bigtable is designed to reliably scale to petabytes of
data and thousands of machines. Bigtable has achieved
several goals: wide applicability, scalability, high per-
formance, and high availability. Bigtable is used by
more than sixty Google products and projects, includ-
ing Google Analytics, Google Finance, Orkut, Person-
alized Search, Writely, and Google Earth. These prod-
ucts use Bigtable for a variety of demanding workloads,
which range from throughput-oriented batch-processing
jobs to latency-sensitive serving of data to end users.
The Bigtable clusters used by these products span a wide
range of configurations, from a handful to thousands of
servers, and store up to several hundred terabytes of data.
In manyways, Bigtable resembles a database: it shares
many implementation strategies with databases. Paral-
lel databases [14] and main-memory databases [13] have

achieved scalability and high performance, but Bigtable
provides a different interface than such systems. Bigtable
does not support a full relational data model; instead, it
provides clients with a simple data model that supports
dynamic control over data layout and format, and al-
lows clients to reason about the locality properties of the
data represented in the underlying storage. Data is in-
dexed using row and column names that can be arbitrary
strings. Bigtable also treats data as uninterpreted strings,
although clients often serialize various forms of struc-
tured and semi-structured data into these strings. Clients
can control the locality of their data through careful
choices in their schemas. Finally, Bigtable schema pa-
rameters let clients dynamically control whether to serve
data out of memory or from disk.
Section 2 describes the data model in more detail, and
Section 3 provides an overview of the client API. Sec-
tion 4 briefly describes the underlying Google infrastruc-
ture on which Bigtable depends. Section 5 describes the
fundamentals of the Bigtable implementation, and Sec-
tion 6 describes some of the refinements that we made
to improve Bigtable’s performance. Section 7 provides
measurements of Bigtable’s performance. We describe
several examples of how Bigtable is used at Google
in Section 8, and discuss some lessons we learned in
designing and supporting Bigtable in Section 9. Fi-
nally, Section 10 describes related work, and Section 11
presents our conclusions.

2 Data Model

A Bigtable is a sparse, distributed, persistent multi-
dimensional sorted map. The map is indexed by a row
key, column key, and a timestamp; each value in the map
is an uninterpreted array of bytes.

(row:string, column:string, time:int64) → string

To appear in OSDI 2006 1
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ABSTRACT 
 In this paper, we examine a number of SQL and so-
called “NoSQL” data stores designed to scale simple 
OLTP-style application loads over many servers.  
Originally motivated by Web 2.0 applications, these 
systems are designed to scale to thousands or millions 
of users doing updates as well as reads, in contrast to 
traditional DBMSs and data warehouses. We contrast 
the new systems on their data model, consistency 
mechanisms, storage mechanisms, durability 
guarantees, availability, query support, and other 
dimensions.  These systems typically sacrifice some of 
these dimensions, e.g. database-wide transaction 
consistency, in order to achieve others, e.g. higher 
availability and scalability. 
Note: Bibliographic references for systems are not 
listed, but URLs for more information can be found in 
the System References table at the end of this paper.  

Caveat: Statements in this paper are based on sources 
and documentation that may not be reliable, and the 
systems described are “moving targets,” so some 
statements may be incorrect. Verify through other 
sources before depending on information here. 
Nevertheless, we hope this comprehensive survey is 
useful!  Check for future corrections on the author’s 
web site cattell.net/datastores. 
Disclosure: The author is on the technical advisory 
board of Schooner Technologies and has a consulting 
business advising on scalable databases. 

1. OVERVIEW 
In recent years a number of new systems have been 
designed to provide good horizontal scalability for 
simple read/write database operations distributed over 
many servers.  In contrast, traditional database 
products have comparatively little or no ability to scale 
horizontally on these applications.  This paper 
examines and compares the various new systems. 
Many of the new systems are referred to as “NoSQL” 
data stores.  The definition of NoSQL, which stands 
for “Not Only SQL” or “Not Relational”, is not 
entirely agreed upon.  For the purposes of this paper, 
NoSQL systems generally have six key features: 

1. the ability to horizontally scale “simple 
operation” throughput over many servers,  

2. the ability to replicate and to distribute (partition) 
data over many servers, 

3. a simple call level interface or protocol (in 
contrast to a SQL binding), 

4. a weaker concurrency model than the ACID 
transactions of most relational (SQL) database 
systems, 

5. efficient use of distributed indexes and RAM for 
data storage, and 

6. the ability to dynamically add new attributes to 
data records. 

The systems differ in other ways, and in this paper we 
contrast those differences.  They range in functionality 
from the simplest distributed hashing, as supported by 
the popular memcached open source cache, to highly 
scalable partitioned tables, as supported by Google’s 
BigTable [1].  In fact, BigTable, memcached, and 
Amazon’s Dynamo [2] provided a “proof of concept” 
that inspired many of the data stores we describe here: 
• Memcached demonstrated that in-memory indexes 

can be highly scalable, distributing and replicating 
objects over multiple nodes. 

• Dynamo pioneered the idea of eventual 
consistency as a way to achieve higher availability 
and scalability: data fetched are not guaranteed to 
be up-to-date, but updates are guaranteed to be 
propagated to all nodes eventually. 

• BigTable demonstrated that persistent record 
storage could be scaled to thousands of nodes, a 
feat that most of the other systems aspire to. 

A key feature of NoSQL systems is “shared nothing” 
horizontal scaling – replicating and partitioning data 
over many servers.  This allows them to support a large 
number of simple read/write operations per second.  
This simple operation load is traditionally called OLTP 
(online transaction processing), but it is also common 
in modern web applications 
The NoSQL systems described here generally do not 
provide ACID transactional properties: updates are 
eventually propagated, but there are limited guarantees 
on the consistency of reads.  Some authors suggest a 
“BASE” acronym in contrast to the “ACID” acronym: 
• BASE = Basically Available, Soft state, 

Eventually consistent 
• ACID = Atomicity, Consistency, Isolation, and 

Durability 
The idea is that by giving up ACID constraints, one 
can achieve much higher performance and scalability.   

NewSQL 
Cattell (2010)

SQL Era NoSQL Era NewSQL Era Future
Polystore, high 

performance 
ingest and 
analytics

Fast analytics inside databasesCommon interface Rapid ingest for internet search

SQL = Structured Query Language
NoSQL = Not only SQL

Chapter 1

Storage and Database Management for Big

Data

1.1 Introduction

The ability to collect and analyze large amounts of data is a growing problem within the scientific

community. The growing gap between data and users calls for innovative tools that address the

challenges faced by big data volume, velocity and variety. While there has been great progress in

the world of database technologies in the past few years, there are still many fundamental consider-

ations that must be made by scientists. For example, which of the seemingly infinite technologies

are the best to use for my problem? Answers to such questions require a careful understanding of

the technology field in addition to the types of problems that are being solved. This chapter aims to

address many of the pressing questions faced by individuals interested in using storage or database

technologies to solve their big data problems.

This work is sponsored by the Assistant Secretary of Defense for Research and Engineering under Air Force Contract #FA8721-05-C-0002.
Opinions, interpretations, recommendations and conclusions are those of the authors and are not necessarily endorsed by the United States Govern-
ment.

1

Storage for 
Big Data

Gadepally, 
Kepner, 
Reuther
(2016)

Good for metadata

Good for text reports

Good for sensor data
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Machine Learning Algorithms Taxonomy

Robust AI

Data 
Conditioning

Modern Computing

Human-
Machine 
Teaming

Data 
Conditioning Algorithms 

A
lg

or
ith

m
s*

Analogizers
(e.g., SVM)

Connectionists
(e.g., DNN)

Bayesians
(e.g., naive 
Bayes)

* ”The Five Tribes of Machine 
Learning”, Pedro Domingos

Symbolists
(e.g., exp. sys.)

Machine Learning Applied to Classifiers

Training 
Data

Cross-
Validation 

Data

Test 
Data Output

Model

Model 
Assessment

Classifier

Iterate

Vision
Deep CNN

CNN = convolution neural network
RNN = recurrent neural network

Language 
generating RNN A group of 

people shopping 
at an outdoor 

market.

There are many
vegetables at 

the fruit stand.

Source of outdoor market graphic: nature.com, Deep Learning (May 2015)

Evolutionaries
(e.g., genetic 
programming)



Div AI Study - 31
DRM  9/3/19

Machine Learning 
- Examples of Popular Algorithms -

Machine Learning

Technology 
Foundations

Techniques/
Algorithms

Challenging 
Applications

Software

Supervised 
Learning

Unsupervised 
Learning Reinforcement

Learning

Neural Nets 
(e.g., DNN)

Cyber/IoT ISR

Labeled
Datasets

SVM

K-Means PCA Q-learning

Hardware

Classification Regression

Least 
Squares

Logistic
Regression

Ensembles

Clustering Dim
Reduction

Spectral
Methods

Linear Disc. 
Analysis

Social 
Media

Robotics Bio

SVM: Support Vector Machines
PCA: Principal Component Analysis
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How Neural Networks Recognize a Dog in a Photo

Training
During the training phase, a neural network is fed thousands of 
labeled images of various animals, learning to classify them.

Input
An unlabeled image is shown to the pre-trained network.

First Layer
The neurons respond to different simple shapes, like edges.

Higher Layer
Neurons respond to more complex structures.

Top Layer
Neurons respond to highly complex, abstract concepts that we 
would identify as different animals.

Output
The network predicts what the object most likely is, based on 
its training.10% Wolf 90% Dog

Source: fortune.com, The AI Revolution: Why Deep Learning is Suddenly Changing Your Life (Parloff, September 2016)
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• Inspired by biological networks
• Systems learn by repetitive training 

to do tasks based on examples
– Generally a supervised learning 

technique

• Components: Inputs, Layers, 
Outputs, Weights

• Deep Neural Network: Lots of 
“hidden layers”

• Popular variants:
– Convolutional Neural Nets
– Recursive Neural Nets
– Deep Belief Networks

• Many toolboxes and hardware 
support

Artificial Neural Networks Tutorial

Image source: http://www.rsipvision.com/exploring-deep-learning/

Deep Neural Networks

W0
b0

W1
b1

W2
b2y0 y3

yi+1 = f(Wi yi + bi)

Input layer
Hidden layer 1 Hidden layer 2 Hidden layer 3

Output layer

Activation
Function

x

𝑓 𝑥 =
1

1 + 𝑒'(
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Supervised Learning with Deep Neural Networks
Training vs. Inference

Deployment (Inference) Phase

New Unlabeled Sample

optimized
network

car truck
96% 4%

Training Phase

Network weights are 
adjusted to correctly 

predict labels

Labeled Samples

Many
Examples

car truck
training
signalü û

Untrained
Deep Neural

Network

input 
layer

output 
layer

weights

data

predictions

car

car
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Supervised Learning with Deep Neural Networks
Training Epochs and Training/Inference Batches

Deployment (Inference) Phase

New Unlabeled Sample

optimized
network

car truck
96% 4%

Training Phase

Network weights are 
adjusted to correctly 

predict labels

Labeled Samples

Many
Examples

car truck
training
signalü û

Untrained
Deep Neural

Network

input 
layer

output 
layer

weights

data

predictions

car

car

Training 
Epoch

batch 
size = 4

batch 
size = 1
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A Cambrian Explosion of Machine 
Learning Research Topics

Source: Keynote Speech at AAAI 2019, Ian Goodfellow, Google AI, Talk titled: Adversarial Machine Learning

Make Machine Learning Work

Extreme 
reliability

Generative 
modeling

Neuroscience

Security Fairness, accountability 
and transparency

Model-based 
optimization

Domain 
adaptation

Reinforcement
Learning

Label 
efficiency
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Image-to-Image Translation using Cycle-Consistent 
Adversarial Networks

Note: Image-to-image translation is a class of vision and graphics problems where the goal is to learn the mapping 
between an input image and an output image using a training set of aligned image pairs when data samples are lacking

Source: Keynote Speech at AAAI 2019, Ian Goodfellow, Google AI, Talk titled: Adversarial Machine Learning

CycleGAN

(Zhu et al., 2017)
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Breakthroughs in AI

Year Breakthroughs in AI Datasets (First Available) Algorithms (First Proposed)

1994 Human-level read-speech recognition Spoken Wall Street Journal articles and 
other texts (1991)

Hidden Markov Model (1984)

1997 IBM Deep Blue defeated Garry Kasparov 700,000 Grandmaster chess games, aka 
“The Extended Book” (1991)

Negascout planning algorithm 
(1983)

2005 Google’s Arabic- and Chinese-to-English
translation

1.8 trillion tokens from Google Web and 
News pages (collected in 2005)

Statistical machine translation 
algorithm (1988)

2011 IBM Watson became the world Jeopardy! 
champion

8.6 million documents from Wikipedia, 
Wiktionary, Wikiquote, and Project 
Gutenberg (updated in 2010)

Mixture-of-Experts algorithm (1991)

2014 Google’s GoogleNet object classification 
at near-human performance

ImageNet corpus of 1.5 million labeled 
images and 1,000 object categories (2010)

Convolutional neural network 
algorithm (1989)

2015 Google’s Deepmind achieved human 
parity in playing 29 Atari games by 
learning general control from video

Arcade Learning Environment dataset of 
over 50 Atari games (2013)

Q-learning algorithm (1992)

Average No. of Years to Breakthrough: 3 years 18 years

Source: Train AI 2017, https://www.crowdflower.com/train-ai/
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High Performance Software and Tools
- Open Community from Commercial and Academia Developers -

High Productivity 
Languages

High Performance
Languages

High Performance
Databases

Compilers, Debuggers, 
Performance Analysis 

Algorithm Building Blocks
The commercial and academia AI 

communities have built a number of 
tools available for rapid development of 

algorithms 

Machine Learning 
Frameworks 
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Automated Detection of Counterfeit Parts

Suspect Part Golden Model

Machine Learning 
Comparator (SVM)

Decision

Microprocessor unique signatures can be observed through measurements 
and used to uniquely identify device classes

Timing

Acoustic
Thermal

Power

Electromagnetic

Device unique signature (Power)

SVM: Support Vector Machines
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C
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Modern AI Computing Engines

Robust AI

Data 
Conditioning Algorithms 

Human-
Machine 
Teaming

Data 
Conditioning

Modern Computing

GPU

CPU

TPU

• Most popular computing 
platform

• General purpose compute

• Used by most for training 
algorithms (good for NN 
backpropagation)

• Speeds up inference time
(domain specific architecture)

Selected Results

SpGEMM Performance using Graph Processor (G102)
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Quantum
• Benefits unproven until now
• Recent results on HHL 

(linear system of equations)

Neuromorphic

Custom

• Still a research area

• Ability to speed up 
specific computations 
of interest (e.g. graphs)

What It Provides to AI
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Watts

ASIC Graph Processor (Projected)
FPGA Graph Processor (Measured)
Cray XK7 Titan (Measured)
Cray XT4 Franklin (Measured)

Data Center
Applications

Embedded 
Applications

8 Nodes
Mini-Chassis

64 Nodes
Chassis

256 Nodes 
Rack

1024 Nodes 
4 Racks

4k Nodes 
16 Racks

16k Nodes, 64 Racks

1014

1013

1012

1011

1010

109

108

107

101 102 103 104 105 106 107 108 109

Alexnet comparison: Forward-Backward Pass

GPU = Graph Processing Unit 
TPU = Tensor Processing Unit

•
•
•

HHL = Harrow-Hassidim-Lloyd quantum algorithm
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The Era of Hitting All the Walls: 
Power, Clock Frequency and Memory

Source: The Future of Computing Performance: Game Over or Next Level, 2011
* Computer architecture: A quantitative approach – John L. Hennessy and David Patterson, 2007

Even though transistors per chip continued to increase, limitations in chip performance 
and access to memory led to increase in many cores per chip 
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From Dave Patterson* (now at Google 
as Distinguished Engineer)

* Former Professor of computer architectures at Univ. of CA at Berkley
Presented at the NEXT conference, TTIVanguard, Dec 2017

Perf/Watt Original & Revised TPU

Total Performance/Watt
(including host CPU)

Incremental Performance/Watt
(no host CPU)

GPU/CPU TPU/CPU TPU/GPU TPU'/CPU TPU'/GPU

~200x incremental perf/W of Haswell CPU
~70 incremental perf/W of K80 GPU

200

150

100

50

0
2.1

34 16

86

41
2.9

83

29

196

68
Note: TPU’ is a 

hypothetical TPU 
with faster on-chip 
memory (GDDR5)
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Robust AI

Data 
Conditioning Algorithms Data 
Conditioning

Modern Computing

Human-
Machine 
Teaming

http://www.milkeninstitute.org/events/conferences/global-conference/2016/panel-detail/6182
Moderator: Alexandra Suich, U.S. Technology Editor, the Economist
Speakers: Guruduth Banavar, Vice President and Chief Science Officer, Cognitive Computing, IBM

Stuart Russell, Professor, Electrical Engineering and Computer Sciences, University of 
California, Berkeley; Vice Chair, World Economic Forum Council on AI and Robotics
David M. Siegel, Co-Chairman, Two Sigma

Knowledge Insight

Human-Machine 
Teaming (CoA)

Spectrum

Human
Human-Machine 
Complement
Machine

Knowledge-to-Insight: Enable Real-Time 
(or Near Real-Time) Actions  

Human-Machine teaming will 
consist of intelligent assistants 
enabled by artificial intelligence



Div AI Study - 46
DRM  9/3/19

Human-Machine Teaming

• Cyber security data overwhelms overworked analysts
• The US / DoD faces serious workforce shortages in cyber security expertise
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Artificial Intelligence Application to Cyber Security

Offense 
Stages

Engage Maintain 
Presence

Achieve Effect &
Assess DamagePrepare (Recon)

Defense 
Stages

Protect Detect Respond RecoverIdentify (Recon)

Focused defense ID new attacksDeflect attacks Stop attacks “Mission” fight throughImpact

Know the target Support persistenceEnable attack process Attack effectivenessImpact

COA – Course of Action
NLP – Natural Language Processing
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Artificial Intelligence Application to Cyber Security

Offense 
Stages

Engage Maintain 
Presence

Achieve Effect &
Assess DamagePrepare (Recon)

Defense 
Stages

Protect Detect Respond RecoverIdentify (Recon)

Focused defense ID new attacksDeflect attacks Stop attacks “Mission” fight throughImpact

Know the target Support persistenceEnable attack process Attack effectivenessImpact

COA – Course of Action
NLP – Natural Language Processing

Clustering and 
classification: 
Automatically 
Infer / Identify 
Critical Assets

Predictive 
Analytics: 

Monitor and 
anticipate the 

threat

Recommender 
Systems & NLP: 
Team w/ humans 
to enact solutions 

Information 
Extraction: Handle 
Big Data to detect 
and characterize 

attacks

Planning and 
Optimization:
Automatically 

respond to attacks 
and suggest COAs
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• Logistic Regression Classifier
– Rapid classification and training

– Robust in face of mislabeling

– Good initial performance

• Feature Generation
– Source-dependent extraction/processing

– Stemming (hack, hacker, hacks, hacking)

– Term Frequency Inverse Document 
Frequency (TFIDF)

Logistic
Regression 
Classifier

TFIDF 
Features

D
oc

um
en

ts

Machine Learning to Reducing Cyber Analysts Workload

1% 
Cyber

>80% 
Cyber
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• NLP processing gives 
better results than 
CVSS scores in 
predicting 
vulnerabilities 
with exploits
– Most vulnerabilities are 

never exploited

• Allows for easy 
customization 
according to particular 
threats and TTPs

• Approach potentially 
can lead to cyber 
analysts higher 
effectiveness

Machine Learning to Prioritize Vulnerabilities for Protection

• Current practice classifies the severity of vulnerabilities by a fixed 
formula from simplest to worse (“CVSS score”)

• Natural Language Processing (NLP) associates free-form 
descriptions of vulnerabilities with critical exploits observed 
in practice

Exploits

Public 
Databases

Intel TTP*

Dark Web

Vulnerabilities

Public
NVD*

Intel
TTP 

N
atural 

Language 
Processing

Logistic R
egression

M
achine Learning

CVSS: Common Vulnerability Scoring System (a rule based approach)
NVD: National Vulnerability Database
TTP: Tactics, Techniques, and Procedures

Network
Scan
Data
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Outline

• Background

• Lay-of-the-Land

– AI Canonical Architecture

– Summary of Study Outreach and Highlights

• Robust AI

• Recommendations

• Summary
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Importance of Robust AI 

System vulnerable to 
adversarial action (both 
cyber and physical)

Unknown relationship 
between arbitrary input 
and machine output

IssueRobust AI Feature SolutionsExample

Model failure 
detection, red 
teaming

Explainability, dimensionality 
reduction, feature 
importance inference

Unwanted actions when 
controlling heavy or 
dangerous machinery

Risk sensitivity, 
robust inference, high 
decision thresholds 

User unfamiliarity or 
mistrust leads to lack 
of adoption

Seamless integration, 
model expansion, 
transparent uncertainty

Algorithms need to 
meet mission 
specifications 

Robust training, 
“portfolio” methods, 
regularization

Security

Metrics

Policy, Ethics, 
Safety, and Training

Explainable AI

Validation & 
Verification
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Robust AI: Preserving Trust

Data 
Conditioning Algorithms 

Modern Computing

Human-
Machine 
Teaming

Data 
Conditioning

Robust AI

Confidence Level vs. Consequence of Actions
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Examples of System Capability Space

Cyber Security
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• By gaining access to an AI system, can an adversary learn, and then introduce, imperceptible 
perturbations to inputs that render the system un-usable?

Securing machine learning algorithms and their data pose an existential challenge to fielding practical AI systems
Robust AI should be central to any AI program to achieve trust 

Adversarial AI

Model-Specific “Universal” Perturbation2 2D Physical Attack (stickers)3 3D Physical Attack (printed model)4

1 Goodfellow et al., “Explaining 
and Harnessing Adversarial 
Examples,” ICLR 2015.

“panda”
57.7% 

confidence

“gibbon”
99.3% confidence

=+ .007 x

Actual

Machine 
Interpreted

“nematode”
8.2%

confidence

3 Evtimov et al., “Robust Physical-World 
Attacks on Deep Learning Models,” 
arXiv preprint arXiv:1707.08945, 2017

2 Moosavi-Dezfooli, “Universal 
Adversarial Perturbations,” 
CVPR 2017.

4 Athalye et al, “Synthesizing Robust 
Adversarial Examples,” ICML 2018 
submission, arXiv preprint arXiv:1707.07397

Incorrect
Prediction

Predictions

ML System

Algorithm
Adversarial 

Learner
(full or black 

box access to 
ML system)

Test Train

African greyIndian elephantIndian elephant(c) VGG-16

Pandas vs. Gibbons1
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Three Horizons for Artificial Intelligence Investments

Horizon 1:
Content-Based Insight

Time

Apply AI to gain insight on 
content of interest present 
in disparate types of data

Horizon 2:
Collaboration-Based Insight

Extend AI roles to include 
multiple human-machine teams 

working together 

Horizon 3:
Context-Based Insight
Incorporate semantic context* 

in the application of AI

• Reduce user workload
• Improve confidence in AI
• Lower consequence of actions
• Ascertain robust AI

• Reduce time from data to 
insight

• Increase symbiosis between 
humans and machines

• Enrich insight 
• Enable collaboration across 

intelligent machines
• Migrate more routine tasks 

to AI enabled systems

Impact

* Context: a frame that surrounds the event and provides resources for its appropriate interpretation
https://en.wikipedia.org/wiki/Context_(language_use)
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Broad Recommendations on Way Forward
- Relevant Across all Horizons -

Challenge:  Staying competitive against peer threats

Recommendations: • Establish a culture of innovation, rapid experimentation, and deployment
• Focus on end-to-end capabilities across all elements of AI canonical architecture

• Demonstrate AI capabilities on realistic applications
• Adopt a set of quantitative metrics and benchmarks
• Perform red/blue tabletop exercises

• Foster competition via grand challenge problems

• Maintain a deep bench of AI talent (multi-disciplinary)

• Early users buy-in
• Quantifiable improvements and explainability
• Reduced cost using a blend of prior knowledge, 

simulated and real data
• Commercial companies and academia involvement

• Award AI certificate from top-notch university

Approach Benefit
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AI Investment Recommendations
- Definition of Terms -

* Context: a frame that surrounds the event and provides resources for its appropriate interpretation
https://en.wikipedia.org/wiki/Context_(language_use)

Content-Based Insight: 
Apply AI to gain insight on content of interest present in disparate types of data

Collaboration-Based Insight: 
Extend AI roles to include multiple human-machine teams working together 

Context-Based Insight: 
Incorporate semantic context* in the application of AI

Horizon 1
Content-Based Insight
1–2 Years

Horizon 2
Collaboration-Based 
Insight
3–4 Years

Horizon 3
Context-Based Insight
5+ Years

Algorithms Modern Computing Human-Machine 
Teaming

Data 
ConditioningData Conditioning

Recommendations

Robust AI

Develop common 
database formats  

Demonstrate algorithms 
across multi-domains

Achieve real-time 
performance on AI systems

Augment human capabilities 
by leveraging intelligent 

machines

Build a culture of rapid 
development cycles with 

user in the loop
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AI Investment Recommendations
- Specific Areas -

Note: Investment priorities are relative to DoD uniqueness vs. commercial applications
* CoAs: Courses of Action

Algorithms Modern Computing Human-Machine 
Teaming

Data 
ConditioningData Conditioning

Horizon 1
Content-Based Insight
1–2 Years

Horizon 2
Collaboration-Based 
Insight
3–4 Years

Horizon 3
Context-Based Insight
5+ Years

Recommendations

Robust AI

Develop common 
database formats  

Demonstrate algorithms 
across multi-domains

Achieve real-time 
performance on AI systems

Augment human capabilities 
by leveraging intelligent 

machines

Build a culture of rapid 
development cycles with 

user in the loop

• Automate data 
labeling

• Create data set 
benchmarks 
(gold standard)

• Blend unsupervised 
and supervised 
learning

• Demonstrate 
reinfor. learning

• Accelerate model 
generation 

• Deploy computing 
to the edge

• Relationship graphs 
updated in real-time

• Advance natural 
language 
processing (NLP)

• Develop robust AI 
metrics

• Demo adv. learning 
• Design adversarial 

AI countermeasures

• Aggregate real data, 
simulated data, and 
prior knowledge

• Access 
intermediate results

• Advance algorithm 
accuracy through 
collaboration

• Exploit physics and 
causal relationships

• Compute across 
distributed platf. 

• Reduce SWaP for 
embedded and IoT 
devices

• Transparent human-
machine teams

• Collab. based on 
achieving mission 
goals

• Strengthen full 
end-to-end system 
security

• Enable explainable 
AI

• Generate models 
from limited infor.

• Exploit the what, 
how, who, and why 
to build context

• Operate in denied 
and degraded 
environments

• Train with limited 
data

• Low-shot or one-
shot learning

• Context aware 
learning

• Advance research 
on goal reasoning

• Advance cognitive 
computing

• Deterministic to 
probabilistic comp.

• Scalability based 
on mission 
objectives

• Understand & 
shape human-
machine networks

• Sentiment analysis
• Scale to very large 

human-machine 
teams

• Gain user 
confidence through 
probabilistic CoAs*

• Leverage context to 
defend against adv. 
learning attacks

• Employ formal 
math to verify perf.

High Medium Medium High HighDoD Investment Priority
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AI Investment Recommendations
- Data Conditioning -

Note: Investment priorities are relative to DoD uniqueness vs. commercial applications

Algorithms Modern Computing Human-Machine 
Teaming

Data 
ConditioningData Conditioning

Horizon 1
Content-Based Insight
1–2 Years

Horizon 2
Collaboration-Based 
Insight
3–4 Years

Horizon 3
Context-Based Insight
5+ Years

Recommendations

Robust AI

Develop common 
database formats  

Demonstrate algorithms 
across multi-domains

Achieve real-time 
performance on AI 

systems

Augment human 
capabilities by leveraging 

intelligent machines

Build a culture of rapid 
development cycles 
with user in the loop

• Automate data 
labeling

• Create data set 
benchmarks 
(gold standard)

• Blend unsupervised 
and supervised 
learning

• Demonstrate 
reinforcement 
learning

• Accelerate model 
generation 

• Deploy computing 
to the edge

• Relationship graphs 
updated in real-time

• Advance natural 
language 
processing (NLP)

• Develop robust AI 
metrics 

• Demo adv. learning
• Design adversarial 

AI countermeasures

• Aggregate real data, 
simulated data, and 
prior knowledge

• Access 
intermediate results

• Advance algorithm 
accuracy through 
collaboration

• Exploit physics and 
causal relationships

• Compute across 
distributed platforms 

• Reduce SWaP for 
embedded and IoT 
devices

• Transparent human-
machine teams

• Collab. based on 
achieving mission 
goals

• Strengthen full 
end-to-end system 
security

• Enable explainable 
AI

• Generate models 
from limited infor.

• Exploit the what, 
how, who, and why 
to build context

• Operate in denied 
and degraded 
environments

• Train with limited 
data

• Low-shot or one-
shot learning

• Context aware 
learning

• Advance research 
on goal reasoning

• Advance cognitive 
computing

• Deterministic to 
probabilistic 
computing

• Scalability based 
on mission 
objectives

• Understand & 
shape human-
machine networks

• Sentiment analysis
• Scale to very large 

human-machine 
teams

• Gain user 
confidence through 
probabilistic 
courses of action

• Leverage context to 
defend against adv. 
learning attacks

• Employ formal math 
to verify perf.

High Medium Medium High HighDoD Investment Priority
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Recommendations (1/5)

Investment Area 1:  Data Conditioning

Recommendation 
Objective: 

Develop common database formats (including storing of all intermediate results)

• Automate data labeling
• Create data set benchmarks
• Leverage real data, simulated, and prior knowledge
• Access intermediate results
• Generate models from limited information
• Exploit the what, how, who and why to build context
• Operate in denied and degraded environments

• Automated tools to discover, link, and store 
heterogenous data

• Significant reduction in time for AI pipeline 
development

• Automated cleaning and preprocessing of data
• Increased understanding of AI intermediate outputs
• Conditioning of data for low-shot or one-shot 

learning

Specific Recommendations Benefits
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AI Investment Recommendations
- Algorithms -

Note: Investment priorities are relative to DoD uniqueness vs. commercial applications

Algorithms Modern Computing Human-Machine 
Teaming

Data 
ConditioningData Conditioning

Horizon 1
Content-Based Insight
1–2 Years

Horizon 2
Collaboration-Based 
Insight
3–4 Years

Horizon 3
Context-Based Insight
5+ Years

Recommendations

Robust AI

Develop common 
database formats  

Demonstrate algorithms 
across multi-domains

Achieve real-time 
performance on AI 

systems

Augment human 
capabilities by leveraging 

intelligent machines

Build a culture of rapid 
development cycles 
with user in the loop

• Automate data 
labeling

• Create data set 
benchmarks 
(gold standard)

• Blend unsupervised 
and supervised 
learning

• Demonstrate 
reinforcement 
learning

• Accelerate model 
generation 

• Deploy computing 
to the edge

• Relationship graphs 
updated in real-time

• Advance natural 
language 
processing (NLP)

• Develop robust AI 
metrics 

• Demo adv. learning
• Design adversarial 

AI countermeasures

• Aggregate real data, 
simulated data, and 
prior knowledge

• Access 
intermediate results

• Advance algorithm 
accuracy through 
collaboration

• Exploit physics and 
causal relationships

• Compute across 
distributed platforms 

• Reduce SWaP for 
embedded and IoT 
devices

• Transparent human-
machine teams

• Collab. based on 
achieving mission 
goals

• Strengthen full 
end-to-end system 
security

• Enable explainable 
AI

• Generate models 
from limited infor.

• Exploit the what, 
how, who, and why 
to build context

• Operate in denied 
and degraded 
environments

• Train with limited 
data

• Low-shot or one-
shot learning

• Context aware 
learning

• Advance research 
on goal reasoning

• Advance cognitive 
computing

• Deterministic to 
probabilistic 
computing

• Scalability based 
on mission 
objectives

• Understand & 
shape human-
machine networks

• Sentiment analysis
• Scale to very large 

human-machine 
teams

• Gain user 
confidence through 
probabilistic 
courses of action

• Leverage context to 
defend against adv. 
learning attacks

• Employ formal math 
to verify perf.

High Medium Medium High HighDoD Investment Priority
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Recommendations (2/5)

Investment Area 2:  Algorithms

Recommendation 
Objective: 

Demonstrate AI algorithms across multi-domains

• Blend unsupervised and supervised learning
• Demonstrate reinforcement learning
• Advance algorithm accuracy through collaboration
• Exploit physics and casual relationships
• Train with limited data
• Train based on low-shot or one-shot learning
• Invent new algorithms for context aware learning
• Advance research on goal reasoning*

• Less dependency on large volume of labeled data
• Learn-to-learn using generative adversarial learning 

(i.e., generator and discriminator)
• Broadening of sensor modalities and social-cultural 

networks via algorithm collaboration
• Applying AI to both defense and offense through 

increased context awareness
• Enabling of AI agents to deliberate and self-adjust 

their goals in a complex environment*

Specific Recommendations Benefits

* David Aha, “Goal Reasoning: Foundations, Emerging Applications, and Prospects,” AI Magazine, Summer 2018
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AI Investment Recommendations
- Modern Computing -

Note: Investment priorities are relative to DoD uniqueness vs. commercial applications

Algorithms Modern Computing Human-Machine 
Teaming

Data 
ConditioningData Conditioning

Horizon 1
Content-Based Insight
1–2 Years

Horizon 2
Collaboration-Based 
Insight
3–4 Years

Horizon 3
Context-Based Insight
5+ Years

Recommendations

Robust AI

Develop common 
database formats  

Demonstrate algorithms 
across multi-domains

Achieve real-time 
performance on AI 

systems

Augment human 
capabilities by leveraging 

intelligent machines

Build a culture of rapid 
development cycles 
with user in the loop

• Automate data 
labeling

• Create data set 
benchmarks 
(gold standard)

• Blend unsupervised 
and supervised 
learning

• Demonstrate 
reinforcement 
learning

• Accelerate model 
generation 

• Deploy computing 
to the edge

• Relationship graphs 
updated in real-time

• Advance natural 
language 
processing (NLP)

• Develop robust AI 
metrics 

• Demo adv. learning
• Design adversarial 

AI countermeasures

• Aggregate real data, 
simulated data, and 
prior knowledge

• Access 
intermediate results

• Advance algorithm 
accuracy through 
collaboration

• Exploit physics and 
causal relationships

• Compute across 
distributed platforms 

• Reduce SWaP for 
embedded and IoT 
devices

• Transparent human-
machine teams

• Collab. based on 
achieving mission 
goals

• Strengthen full 
end-to-end system 
security

• Enable explainable 
AI

• Generate models 
from limited infor.

• Exploit the what, 
how, who, and why 
to build context

• Operate in denied 
and degraded 
environments

• Train with limited 
data

• Low-shot or one-
shot learning

• Context aware 
learning

• Advance research 
on goal reasoning

• Advance cognitive 
computing

• Deterministic to 
probabilistic 
computing

• Scalability based 
on mission 
objectives

• Understand & 
shape human-
machine networks

• Sentiment analysis
• Scale to very large 

human-machine 
teams

• Gain user 
confidence through 
probabilistic 
courses of action

• Leverage context to 
defend against adv. 
learning attacks

• Employ formal math 
to verify perf.

High Medium Medium High HighDoD Investment Priority
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Recommendations (3/5)

Investment Area 3:  Modern Computing

Recommendation 
Objective: 

Achieve real-time performance on AI systems

*50 Years of Computer Architecture: From the Mainframe CPU to the Domain-Specific-Architecture TPU and the 
Open RISC-V Instruction Set by David Patterson, Dec 2017

architecture [14] was developed to provide significantly higher 
throughput than the conventional merge sorters. 

The k-way merge sorter sorts long sequences of numbers 
by using a recursive “divide and conquer” approach. It divides 
the sequence into k sequences that have equal, or as equal as 
possible, lengths. The k shorter sequences are then sorted 
independently and merged to produce the sorted result. The 
sorting of k shorter sequences can also be divided into k even 
shorter sequences and sorted recursively by using the same 
merge sort algorithm. This process is recursively repeated until 
the divided sequence length reaches 1. The sorting process 
takes order nlogkn memory cycles. The k-way merge sort is 
log2k times faster than the 2-way merge sort process when k is 
greater than 2. For example, when k = 32, the k-way merge 
sorter has five times greater sorter throughput than the 2-way 
merge sorter.   The main difficulty with implementing a k-way 
merge sorter in a conventional processor is that it takes many 
clock cycles to figure out the smallest (or largest) value among 
k entries during each step of the merge sorting process. Ideally, 
the smallest value of k should be computed within one 
processor clock cycle for the maximum sorter throughput. The 
100% efficient systolic merge sorter [9] can achieve this 
performance requirement using k linear systolic array cells and 
it is particularly well suited for FPGA and integrated circuit 
(IC) implementation since it consists of repeated systolic cells 
with nearest-neighbor-only communications. 

C. 6D Toroidal Communication Network and 
Randomized Message Routing 

The new graph processor architecture is a parallel processor 
interconnected in a 6D toroidal configuration using high 
bandwidth optical links. The 6D toroid provides much higher 
communication performance than lower-dimensional toroids 
because of the higher bisection bandwidth.  

The communication network is designed as a packet-
routing network optimized to support small packet sizes that 
are as small as a single sparse matrix element. The network 
scheduling and protocol are designed such that successive 
communication packets from a node would have randomized 
destinations in order to minimize network congestion [15]. 
This design is a great contrast to typical conventional 
multiprocessor message-routing schemes that are based on 
much larger message sizes and globally arbitrated routing that 
are used in order to minimize the message-routing overhead. 
However, large message-based communications are often 
difficult to route and can have a relatively high message 
contention rate caused by the long time periods during which 
the involved communication links are tied up. The small 
message sizes, along with randomized destination routing, 
minimize message contentions and improve the overall 
network communication throughput. Figure 6 shows the 512-
node (8 × 8 × 8) 3D toroidal network (drawn as 3 × 3 × 3 
network for illustration purposes) simulation based on 
randomized destination communication versus unique 
destination communication. Even though both routing methods 
are based on small message sizes, the unique destination 
routing has a message contention rate that is closer to the 
contention rate of conventional routing algorithms that are 

based on large message sizes. The randomized destination 
routing achieved approximately six times higher data rate and 
network utilization efficiency in the simulation using an 
identical network. 

Fig. 6. Randomized destination vs. unique destination packet 
communication. 

 

 

 

 

 

 

 

 

 

III. FPGA PROTOTYPE DEVELOPMENT AND PERFORMANCE 
MEASUREMENT 

Lincoln Laboratory has developed an FPGA prototype of 
the graph processor using commercial FPGA boards as shown 
in Figure 7.  Each board has one large FPGA and two 4-GByte 
DDR3 memory banks.  Two graph processor nodes are 
implemented in each board.  A small 4-board chassis 
implements an 8-node graph processor tied together with 1D 
toroidal network. Since the commercial board offered limited 
scalability due to limited number of communication ports for 
network connection, the larger prototypes will be developed in 
the future using custom FPGA boards that can support 6D 
toroidal network and up to 1 million nodes.   

Fig. 7. FPGA prototype of the graph processor. 

 

 

 

 

 

 

 

 

 

 

 

 

• Accelerate model generation
• Deploy computing to the edge
• Compute across distributed platforms
• Reduce SWaP for embedded and IoT devices
• Advance cognitive computing
• Develop architectures spanning deterministic to 

probabilistic computing (incl. variable precision)
• Scale computing systems to meet mission objectives 

• Reduction of time to train AI models
• Enabling SWaP constrained tactical and embedded 

systems
• Improving ability to sense, reason, and respond to 

stimulus via improved cognitive models of the brain
• New designs to address slowing of Moore’s law via 

DSA* (including HW and SW codesign)
• Computing complexity and tools adapted in real-time 

(e.g., from cloud-based env. to embedded systems) 

Specific Recommendations Benefits
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AI Investment Recommendations
- Human-Machine Teaming -

Note: Investment priorities are relative to DoD uniqueness vs. commercial applications

Algorithms Modern Computing Human-Machine 
Teaming

Data 
ConditioningData Conditioning

Horizon 1
Content-Based Insight
1–2 Years

Horizon 2
Collaboration-Based 
Insight
3–4 Years

Horizon 3
Context-Based Insight
5+ Years

Recommendations

Robust AI

Develop common 
database formats  

Demonstrate algorithms 
across multi-domains

Achieve real-time 
performance on AI 

systems

Augment human 
capabilities by leveraging 

intelligent machines

Build a culture of rapid 
development cycles 
with user in the loop

• Automate data 
labeling

• Create data set 
benchmarks 
(gold standard)

• Blend unsupervised 
and supervised 
learning

• Demonstrate 
reinforcement 
learning

• Accelerate model 
generation 

• Deploy computing 
to the edge

• Relationship graphs 
updated in real-time

• Advance natural 
language 
processing (NLP)

• Develop robust AI 
metrics 

• Demo adv. learning
• Design adversarial 

AI countermeasures

• Aggregate real data, 
simulated data, and 
prior knowledge

• Access 
intermediate results

• Advance algorithm 
accuracy through 
collaboration

• Exploit physics and 
causal relationships

• Compute across 
distributed platforms 

• Reduce SWaP for 
embedded and IoT 
devices

• Transparent human-
machine teams

• Collab. based on 
achieving mission 
goals

• Strengthen full 
end-to-end system 
security

• Enable explainable 
AI

• Generate models 
from limited infor.

• Exploit the what, 
how, who, and why 
to build context

• Operate in denied 
and degraded 
environments

• Train with limited 
data

• Low-shot or one-
shot learning

• Context aware 
learning

• Advance research 
on goal reasoning

• Advance cognitive 
computing

• Deterministic to 
probabilistic 
computing

• Scalability based 
on mission 
objectives

• Understand & 
shape human-
machine networks

• Sentiment analysis
• Scale to very large 

human-machine 
teams

• Gain user 
confidence through 
probabilistic 
courses of action

• Leverage context to 
defend against adv. 
learning attacks

• Employ formal math 
to verify perf.

High Medium Medium High HighDoD Investment Priority
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Recommendations (4/5)

Investment Area 4:  Human-Machine Teaming

Recommendation 
Objective: 

Augment human capabilities by leveraging intelligent machines

• Relationship graphs updated in real-time
• Advance NLP to improve human-machine teaming
• Create transparency among human-machine teams
• Collaborate based on achieving mission goals
• Understand and shape human-machine networks
• Apply AI to sentiment analysis
• Scale to very large human-machine teams

• Strengthening coupling among multiple H-M teams
• Increasing value of resulting insight 
• Adapting H-M teams as environment changes
• Broadening of sensor modalities and social-cultural 

networks via H-M collaborations
• Reasoning based on context
• Reconfiguring of H-M teams to meet scale of mission

Specific Recommendations Benefits
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Cyber Machine Intelligent Assistant (CyMIA) for Mission 
Systems

Natural language-based 
interaction  interprets 
user queries

Automatically extract 
mission, network and 
threat information Fuse information into 

knowledge base, infer 
relationships

Choose CoA based 
on threat, knowledge 
base, and scenario

How should I protect 
my missile range 

network?
You should identify and isolate affected hosts 

from mission C2 path

CyMIA Response

CyMIA processes natural language input in the context of cyber threats and 
mission network knowledge to respond with appropriate CoAs (Courses of Action)

Ground 
Station 
Network

Threat 
Information

Note: CASCADE is an existing Line funded effort
REIN – Range External Interface Network

C2

REIN Network
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AI Investment Recommendations
- Robust AI -

Note: Investment priorities are relative to DoD uniqueness vs. commercial applications

Algorithms Modern Computing Human-Machine 
Teaming

Data 
ConditioningData Conditioning

Horizon 1
Content-Based Insight
1–2 Years

Horizon 2
Collaboration-Based 
Insight
3–4 Years

Horizon 3
Context-Based Insight
5+ Years

Recommendations

Robust AI

Develop common 
database formats  

Demonstrate algorithms 
across multi-domains

Achieve real-time 
performance on AI 

systems

Augment human 
capabilities by leveraging 

intelligent machines

Build a culture of rapid 
development cycles 
with user in the loop

• Automate data 
labeling

• Create data set 
benchmarks 
(gold standard)

• Blend unsupervised 
and supervised 
learning

• Demonstrate 
reinforcement 
learning

• Accelerate model 
generation 

• Deploy computing 
to the edge

• Relationship graphs 
updated in real-time

• Advance natural 
language 
processing (NLP)

• Develop robust AI 
metrics 

• Demo adv. learning
• Design adversarial 

AI countermeasures

• Aggregate real data, 
simulated data, and 
prior knowledge

• Access 
intermediate results

• Advance algorithm 
accuracy through 
collaboration

• Exploit physics and 
causal relationships

• Compute across 
distributed platforms 

• Reduce SWaP for 
embedded and IoT 
devices

• Transparent human-
machine teams

• Collab. based on 
achieving mission 
goals

• Strengthen full 
end-to-end system 
security

• Enable explainable 
AI

• Generate models 
from limited infor.

• Exploit the what, 
how, who, and why 
to build context

• Operate in denied 
and degraded 
environments

• Train with limited 
data

• Low-shot or one-
shot learning

• Context aware 
learning

• Advance research 
on goal reasoning

• Advance cognitive 
computing

• Deterministic to 
probabilistic 
computing

• Scalability based 
on mission 
objectives

• Understand & 
shape human-
machine networks

• Sentiment analysis
• Scale to very large 

human-machine 
teams

• Gain user 
confidence through 
probabilistic 
courses of action

• Leverage context to 
defend against adv. 
learning attacks

• Employ formal math 
to verify perf.

High Medium Medium High HighDoD Investment Priority
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Recommendations (5/5)

• Develop robust AI metrics
• Demonstrate adversarial learning
• Design adversarial AI countermeasures
• Strengthen full end-to-end system security
• Enable explainable AI
• Gain user confidence through probabilistic CoAs
• Defend against adv. learning attacks 
• Employ formal math to verify performance

• Rigorous AI value assessment
• Avoid element of surprise
• Attending to both physical and cyber security
• Establishment of AI hackathons (leveraging for 

example Kaggle competitions and serious games) 
• Making sure CoAs recommendations are derived 

from robust insight

Specific Recommendations Benefits

Investment Area 5:  Robust AI

Recommendation 
Objective: 

Build a culture of rapid development and experimentation cycles with user in the loop 



Div AI Study - 72
DRM  9/3/19

Transitioning AI Capabilities to Users

AI Capability Business Model

S&T Recommendations

Build a culture of rapid development 
cycles with 

user in the loop
People

Process

Technologies
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AI Capability Business Model
- Rapid Experimentation Between Research and Users -

Rapid Prototyping Laboratory

Rapid 
Insertion 

to 
Operational 

AI 
System

Operational Gaps

Performance 
Metrics

Users

Operational AI System

DoD/Commercial Industrial Base

Capability
Gaps

New 
Capabilities

AI Capability 
Prototype System

• System Analysis
• Experimentation
• Verification and 

Validation

AI Capabilities Desired

Capability Advances
• Commercial (large 

and small) 
• DoD Industrial Base
• DoD Labs 

FFRDCs/UARCs
• Academia

ConstraintsMission

OutcomesMetrics
Data 

Conditioning Algorithms 

Modern Computing

Human-
Machine 
Teaming

Data 
Conditioning

Robust AI

Courses of Action

Data Exploration 
and Formatting

Human-
Machine 
Teaming

ML Algorithms

Multi-Domain Data

Output

Iterate
Model

Assessment

Classifier

Model

Cross-
Validation

Data

Training
Data

Test
Data

Gold Standard
• Test Harness and 

Data Sets
• Performance Metrics
• Benchmarks
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Strategic Planning Model for Effective AI 
Implementation

* Adapted from David Nadler and Mike Tushman, “A Model for Diagnosing 
Organizational Behavior,” Organizational Dynamics, Autumn 1980

* Strengths, weaknesses, opportunities, threats

Critical Gaps

Deliverables

• Leadership
• Talent

• Governance
• Technologies
• Infrastructure

• Customers 
with requirements

• Customers 
with funding

Strategic 
directions

Organization
Core

Values

Envisioned 
future

AI Strategic
roadmap

Goals and 
actions

SWOT* and 
gap analysis

Regrets

AI global
trends

Customer 
priorities 

and vision

Lay-of-
the-land

Long term 
innovation and 
approaches to 

stay competitive
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Top AI International Conferences and Other Venues*

• NeurIPS: Neural Information Processing Systems (formerly 
abbreviated NIPS). Held in early December https://nips.cc/

• ICML: International Conference on Machine Learning. Held in 
July https://icml.cc/

• ICLR: International Conference on Learning Representations. 
Held in May https://iclr.cc/

• AAAI: Association for the Advancement of Artificial 
Intelligence. Held in February http://www.aaai.org/

• CVPR: Computer Vision and Pattern Recognition. Held in 
June https://www.thecvf.com/

• ICCV: International Conference on Computer Vision. Held in 
the Fall of odd years https://www.thecvf.com/

• KDD: Knowledge Discovery and Data Mining  
https://www.kdd.org/kdd2019

• IJCAI: International Joint Conference on Artificial Intelligence 
http://ijcai19.org/

• MIT Artificial Intelligence Course 
https://ocw.mit.edu/courses/electrical-engineering-and-
computer-science/6-034-artificial-intelligence-fall-
2010/lecture-videos/

• Google Advancing AI for Everyone https://ai.google/

• Facebook’s F8 and Apple’s WWDC

• Microsoft https://academy.microsoft.com/en-us/professional-
program/tracks/artificial-intelligence/

• Coursera Machine Learning 
https://www.coursera.org/learn/machine-learning

• NVIDIA’s GPU Technology Conference 
https://www.nvidia.com/en-us/gtc/

• AI Conference (Presented by O’Reilly & INTEL AI) 
https://www.quora.com/What-are-the-top-AI-conferences

• TTI Vanguard (By Membership Only) 
https://www.ttivanguard.com/

• https://www.quora.com/What-are-the-top-AI-conferences
• http://www.guide2research.com/topconf/machine-learning

https://nips.cc/
https://icml.cc/
https://iclr.cc/
http://www.aaai.org/
https://www.thecvf.com/
https://www.thecvf.com/
https://www.kdd.org/kdd2019
http://ijcai19.org/
https://ocw.mit.edu/courses/electrical-engineering-and-computer-science/6-034-artificial-intelligence-fall-2010/lecture-videos/
https://ai.google/
https://academy.microsoft.com/en-us/professional-program/tracks/artificial-intelligence/
https://www.coursera.org/learn/machine-learning
https://www.nvidia.com/en-us/gtc/
https://www.quora.com/What-are-the-top-AI-conferences
https://www.ttivanguard.com/
https://www.quora.com/What-are-the-top-AI-conferences
http://www.guide2research.com/topconf/machine-learning
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AI for Cyber Security (AICS) Workshop
- 4th year in a Row -

Artificial Intelligence for Cyber 
Security Workshop  
• Forum for AI researchers and 

practitioners to share research and 
experiences in applying AI to Cyber 
Security

Chairs

Bill Streilein

Dave Martinez

Honolulu, Hawaii • January  27, 2019 

Una-May O’Reilly 
MIT CSAIL

Theme: Adversarial Learning

Craig Knoblock
USC / ISI

Keynote Speakers Challenge Problem: Malware 
classification robust to evasion

Jason Matterer

AICS Highlights
• This year’s theme was adversarial AI
• About 30 papers were submitted and 7 

papers were accepted 
• Keynote speakers were from USC and 

MIT CSAIL
• Held a panel discussion with 

participation from DHS, NSA, Samsung 
Research, and keynote speakers on 
“Lack of Datasets”

• New this year was a challenge problem 
on classifying malware 

• Winning Paper was titled: “Enhancing 
Robustness of Deep Neural Networks 
Against Adversarial Malware Samples,” 
Univ. of Texas San Antonio and FIU 
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• U.S. needs to regain AI leadership by strategically partnering with small to large 
companies from the industrial base plus academia

– “…A nation which depends upon others for its new basic scientific knowledge will be slow in 
its industrial progress and weak in its competition position in world trade” – Excerpt from 
Technology and National Security by Walter Isaacson, January 3, 2019

• AI will be a technological enabler (i.e., data and algorithm warfare) against: radical 
extremists, terrorists, and peer nations to defend our homeland and abroad

• Develop an ecosystem to allow training of the next generation of DoD/IC military and 
civilian workforce in AI

– Agile prototyping of AI capabilities with operational users

– Carry out grand challenges

– Facilitate red/blue tabletop exercises

Summary
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Contact Information

David R. Martinez
Associate Division Head

dmartinez@ll.mit.edu
Office: 781-981-7505
Cell: 781-879-0890
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AI Bibliography List (few selected set)


