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Lincoln Laboratory has developed a suite

of technologies that enables rapid analysis

of samples that contain DNA from multiple
sources. These new techniques can process
100 million DNA sequences in five minutes.
Moreover, the Laboratory’s system compares
a DNA profile against a database of 20 million
profiles in five seconds. These capabilities are
aimed at helping law enforcement and national
security professionals expeditiously identify
suspected criminals or terrorists, or their
relatives.
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Of all the leave-behind signatures for
forensics- and biometrics-reliant missions,
only DNA can link an individual to a crime
with a high degree of certainty. Complex
human DNA mixtures from three or more contributors
have proven difficult to analyze with current methods.
This difficulty applies especially for touch samples, with
low DNA input, and the type of DNA mixtures that are
often obtained in realistic criminal and intelligence
investigations, such as those involving gang-owned guns,
drugs, illicit cash, terrorist devices, and terrorist attack
staging areas (Figure 1). Current methods are not capable
of matching a reference profile to a low-concentration
mixture containing DNA from four or more individuals,
such as might be collected from a door knob, shared cell
phone, or currency. Obtaining usable DNA profiles from
a much higher proportion and much wider variety of
samples than currently achievable would have a signifi-
cant positive impact on forensic analyses and intelligence
collection. Lincoln Laboratory is developing new tools
that enable the analysis of complex DNA mixtures with
up to 10 contributors. Researchers at the Laboratory
are developing new technologies and analysis capabili-
ties for unmet DNA forensics needs of the Department
of Defense and law enforcement. Using a theoretical
framework [1], Lincoln Laboratory has demonstrated
identification of as many as 10 individuals in touch
mixtures from a variety of substrates using 2,311 single
nucleotide polymorphisms (SNPs), massively parallel
sequencing (MPS), and advanced bioinformatics tools.
With this approach, at least one person was identified at
a probability of random man not excluded (P(RMNE))
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FIGURE 1. Because of limitations with the current DNA analysis methods, forensic scientists have focused their efforts on samples
that are likely to be from a single source (a). However, for many realistic settings, such as a terrorist attack staging area (b), in which
one needs to match a suspect’s DNA, single-source samples are rare or nonexistent.
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FIGURE 2. A locus is a position on a chromosome. A
nucleotide, or base, is the type of monomer that is contained in
the polymer that is DNA. The four types of nucleotides in DNA
are commonly abbreviated A, C, G, and T.

that is less than 1 x 107 in 97 out of 100 touch samples
containing 3 to 12 contributors. Very few, if any, of these
samples would be amenable to analysis using current
short tandem repeat (STR) methods.

All human cells, with the exception of germline cells,
contain 23 pairs of chromosomes. A specific location on
a chromosome is called a locus, and a particular DNA
sequence that might be found at a specific locus is called
an allele (Figure 2).

Current DNA forensic techniques rely upon deter-
mining the STRs (Figure 3). An alternative approach for
complex DNA mixture analysis proposed by Voskoboinik
and Darvasi [1] uses a large panel of rare SNPs with
low minor allele frequencies (Figure 3). On the basis of
this theoretical framework, Lincoln Laboratory imple-
mented and validated MPS SNP panels for complex DNA
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FIGURE 3. Two different classes of DNA variants are used for
forensic analysis and discussed in this article: (a) short tandem
repeats (STRs) and (b) single nucleotide polymorphisms
(SNPs). The STRs are repeats of four to five bases, and the
number of repeats differ between people (Allele 1 and Allele 2),
while SNPs vary at a single base (Allele 3 and Allele 4).
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FIGURE 4. Each person within the population has a unique combination of rare SNPs (shown in blue) that can be imagined as a

digital barcode.

mixture analysis and kinship analysis. More specifically,
we designed a panel of 2,311 SNPs with low minor allele
frequencies that tend to be consistent between popula-
tions to enable complex mixture analysis across multiple
ethnicities. Selection of rare SNPs (~5 percent frequency
in the target population) creates unique minor allele
signatures (i.e., barcodes) for individuals and enables
effective differentiation of multiple barcodes in a mixture
(Figure 4). Using high-throughput sequencing to generate
these SNP data allows for thousands of sequence reads at
each SNP locus, thereby enabling sensitive detection of
minor contributors.

Experiments were performed to determine the
ratio of DNA at which a contributor can be detected in
two-person mixtures with this SNP panel. In contrast
to the current lower limit for mixtures analyzed by STR
sizing of roughly one in 20, mixture contributors have
been detected down to one in 400 [2]. For standard SNP
mixture analysis [3], the upper limit for the number of
contributors that can be identified in the same mixture
is about 9 to 10 [2]. In addition, we developed an
investigative method (TranslucentID) that enables the
identification of contributors in mixtures of 10 to 20
contributors [4]; see Figure 5.

After establishing that the Lincoln Laboratory MPS
SNP approach to complex mixture analysis performs
well on laboratory-generated, i.e., controlled, samples, an
extensive set of experiments was performed to assess the
method’s performance with uncontrolled touch samples.
Complex touch samples mixtures were generated from
individuals handling different objects multiple times over
the course of days or weeks. The individuals logged each
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touch so that the analytical results could be compared to
truth data. As shown in Figure 6, Lincoln Laboratory’s
MPS SNP approach successfully identified significantly
more contributors to these complex mixture samples
than current forensic approaches can detect, suggesting
a potential paradigm shift in forensic DNA analysis
that would enable successful analysis and generation of
actionable data from samples that would currently go
uncollected or unanalyzed.

Sample analysis time is another important consid-
eration. Transitioning from STR-based panels with
fewer than 20 loci to SNP panels with thousands to tens
of thousands of loci represents computational scaling
issues that that have been resolved by Lincoln Laboratory
through the development of a suite of analysis tools,
as described below. Analysis time includes sequence
alignment, allele (DNA variant) calling, identification
searches, and mixture analysis. Typically, MPS runs
generate as many as 100 million DNA sequences. We
developed GrigoraSNP (grigora is Greek for fast) for rapid
alignment and allele calling of MPS SNP sequences [5].
GrigoraSNP typically processes 100 million sequences
in approximately five minutes using four computational
threads [5].

We developed FastID for rapid analysis of large
SNP panels for both identification and mixture analysis
[6]. FastID bit encodes SNP profiles and implements
mixture analysis in three hardware instructions (exclu-
sive OR/XOR, logical AND, and population count).
FastID can compare a profile against a database of
20 million profiles in five seconds by using only a single
computational thread. In addition to FastID for SNP
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FIGURE 5. Shown are results from lab-generated equimolar mixtures of human DNA. For each pie chart, the wedge size corresponds
to each subject’s (identified by letter) estimated relative DNA contribution to the mixture. For the 6-person figure, the probability of
random man not excluded P(RMNE) is 2.1e-54 for each of the identified individuals; for the 10-person figure, the P(RMNE) values are
in the range of 5e-10 to 5e-21; and for the 15-person figure, the P(RMNE) values are in the range of 2.2e-8 to 4.5e-24.
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FIGURE 6. This summary of results from multiple experiments analyzing touch samples from different materials shows that the
Laboratory’s single nucleotide polymorphism (SNP) approach is successful with mixtures that are too complex to analyze with

currently used methods.

analysis, we developed TachysSTR (tachys is Greek for
rapid) for working with STR profiles; together, FastID
and TachysSTR were a 2018 R&D 100 Award winner
[7] for rapid DNA forensic profile analysis. Increasing
the number of DNA loci strained the statistical analysis
of results in terms of computational time and numer-
ical precision [8]. We developed Fast P(RMNE)
(probability of random man not excluded) to reduce
the computational time and avoid the numerical preci-
sion problems encountered with working with tens of
thousands of loci [8].

In addition to developing custom methods for gener-
ating optimized SNP data and analytical tools to extract
useful information from that data, Lincoln Laboratory
developed the IdPrism Advanced DNA Forensics system
to integrate the MPS SNP analysis tools into a graphical
user interface system coupled to a relational database. As
part of this system, a Linux program script runs every five
minutes checking for completed sequencing runs. The
binary format MPS sequence data files are transferred
from the sequencer to the analysis system, converted to
text format, processed by GrigoraSNPs, and uploaded to
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the IdPrism database. New references are compared to
all references and also compared to all mixture profiles
with FastID [6] and Fast P(RMNE) [8]. New mixtures
are compared to profiles of all known references with
FastID and Fast P(RMNE). In addition, close relatives
are detected by kinship analysis [9].

Technology advancements are enabling new DNA
forensics capabilities. Our SNP mixture panel enables the
characterization of complex DNA mixtures of 10 or more
individuals. IdPrism has been successfully transitioned to
the FBI Research Laboratory for evaluation, and discus-
sions for commercialization have been initiated. Future
expansion capabilities include customized MPS panels of
tens of thousands of loci for improved prediction biogeo-
graphic ancestries for individuals, extensions of kinship
for more distant relatives, and more. ®
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Appendix

Case Study: DNA Sequencing for Forensic Geographic

Attribution

Lincoln Laboratory is developing tools that use
next-generation DNA sequencing technology to enhance
geographic source attribution, that is, the determination
of the origin of an item of interest. Knowledge gained from
tracking objects back to their source, such as the site of
device manufacture or assembly or the launch location
of an airborne vehicle, could help characterize and even-
tually disrupt asymmetric threat networks. Geographic
source attribution is most often used in criminal foren-
sics for evidence and investigation, and accomplished
through detailed analysis of dust. The particles within
dust are derived from environmental sources, such as soil,
plants, and animals, or from human activity, which are all
particular to a geographic location, so can serve as a rich
source of information about the site of origin. However,
forensic dust analysis is currently performed by manual
microscopy, so is laborious, requires extensive expertise,
and takes weeks to complete. This relatively long time-
to-answer greatly limits the use of geographic attribution
for intelligence or tactical decision-making purposes for
which an answer is needed quickly. We sought to address
this limitation by developing tools that can rapidly provide
attribution information from a large number of samples.
Our team focused on using a technique called
metabarcoding to analyze DNA in dust on objects, in
particular DNA from traces of plants and fungi. DNA
barcodes are small regions of the genome that are shared
by groups of organisms (in this case plants or fungi) but
whose sequence differs by species. Metabarcoding involves
the simultaneous analysis of multiple barcodes. By ampli-
fying multiple plant and fungal barcodes from trace DNA
extracted from dust on objects (metabarcoding) and then
subjecting the barcodes to next-generation sequencing,
we can rapidly obtain the signatures of plant/fungal
DNA, corresponding to hundreds of species per sample,
in numerous samples in parallel. These signatures were
used for attribution in two ways: first for an unguided
query to address the question, “Where in the world did this

object reside?” and second for a guided query to compare
samples from different objects to determine their common
origin, in other words to address the question, “Did this
sample come from a similar location as that sample?”

For unguided attribution, plant sequencing reads
derived from dust metabarcoding were used to identify the
originating plant species by matching to sequence records
in the National Center for Biotechnology Information
sequence reference database. Then, the known geo-
graphic distributions of the identified plant species were
retrieved from a publicly available biogeography database
Biodiversity Information Serving Our Nation (BISON).
We overlaid the individual distribution maps in a geo-
graphic information system to produce a point-to-grid
heat map indicating the regions where the distributions
overlapped (Figure A, top). This map gave an estimate of
the geographic origin of the dust sample. By comparing
the estimate of our dust sample’s origin to the known
origin of a control dust sample, we were then able to assess
the accuracy and resolution of our method.

Roughly one-third of dust samples collected from
four different U.S. locations over a year provided accurate
regional attribution, defined as accurate geolocation to
within 600 kilometers of the site of origin. This was the
first demonstration that an estimate of geographic attri-
bution could be achieved rapidly from crude plant DNA
found in dust. The accuracy of the technique depended
on the number of species identified, which was signifi-
cantly lower in the winter months, and on the location
from which the dust sample was collected. For instance,
with dust collected during spring and summer months
at sites in New Mexico or South Carolina, greater than
70 percent of the samples provided accurate geolocation
information. The accuracy and applicability were limited
by the plant species available in both the sequence and
biodistribution databases, so expansion of these databases
to include more species at better resolution could result
in significant improvements to the percentage of samples
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FIGURE A. Shown is a geographic attribution pipeline for an unguided and a guided query from dust samples. For the unguided query
(left), plant signatures were used to define species, the distribution of which was fed into a geographic information system to produce
a point-to-grid heat map indicating the regions where the distributions overlapped. For the guided query (right), algorithms were
developed to process plant/fungal signatures from different samples, determine their similarity, and estimate their common origin.
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that yield accurate attribution and to the geolocation res-
olution that could be achieved.

The comparative guided attribution tool (Figure A,
bottom) was designed to rapidly compare the plant and
fungal sequence reads obtained from metabarcoding
in different samples, determine their similarity, and
estimate their common origin. Because each sample
produced hundreds to thousands of different plant and
fungal barcode reads, we compressed these reads into
a metabarcode “signature” by employing a shingling
method similar to that used for email spam detection that
computationally compares signatures to determine their
similarity. To test the method, we compared signatures
from dust on samples that were left in Massachusetts
for one week then relocated to South Carolina for one
week to those from dust on samples that remained in a
single location (Massachusetts or South Carolina) for
one week. As expected, dust samples from objects at only
one site had a significantly higher similarity to reference
samples from that site than did dust samples that had
been in different locations. However, samples that were
in Massachusetts for as little as one day then relocated to
South Carolina had similarity to reference samples from
both sites, indicating that the metabarcode signature
from Massachusetts was detectable after relocation. This
finding suggested that the plant and fungal DNA within
dust from a relocated sample enabled attribution back to
its site of origin.

The two novel geographic attribution pipelines
developed at Lincoln Laboratory provide initial proof
of concept that environmental DNA contained within
dust has utility in tracking samples and estimating
their point(s) of origin. Both our work and recent tech-
nological advances in next-generation sequencing
technology lead us to conclude that metabarcoding
has the potential to serve as the basis for an automated
system that can rapidly gather geolocation information
on numerous samples or objects to provide information
in a field-forward, operational setting. Further enhance-
ment of the metabarcoding methodology, along with
the expansion of the scope and accuracy of available
sequence and biodistribution information, could improve
attribution resolution to 50 kilometers or less within a
well-referenced geographic area.
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