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Abstract—Since all Department of Defense (DoD) missions
depend on cyber assets and capabilities, a dynamic and ac-
curate cyber dependency analysis is a critical component of
mission assurance. Mission analysis aims to identify hosts and
applications that are “mission critical” so they can be moni-
tored, and resources preferentially allocated to mitigate risks.
For missions limited in duration and scale (tactical missions),
dependency analysis is possible to conceptualize in principle,
although currently difficult to realize in practice. However, for
missions of long duration and large scale (strategic missions), the
situation is murkier. In particular, cyber researchers struggle
to find technologies that will scale up to large numbers of
hosts and applications, since a typical strategic DoD mission
might expect to leverage a large enterprise network. In this
position paper, we argue that the difficulty is fundamental:
as the mission timescale becomes longer and longer, and the
number of hosts associated with the mission becomes larger and
larger, the mission encompasses the entire network, and mission
defense becomes indistinguishable from classic network defense.
Concepts generally associated with mission assurance, such as
fight-through, are not well suited to these long timescales and
large networks. This train of thought leads us to reconsider
the concept of “scalability” as it applies to mission assurance,
and suggest that a hierarchical abstraction approach be applied.
Large-scale, long duration mission assurance may be treated
as the interaction of many small-scale, short duration tactical
missions.

I. INTRODUCTION

The Department of Defense (DoD) recognizes that all
defense missions today depend on cyber infrastructure. The
2010 Quadrennial Defense Review finds that [7] “A failure
by the Department to secure its systems in cyberspace would
pose a fundamental risk to our ability to accomplish defense
missions today and in the future.” The role of cyber depen-
dencies in providing mission assurance has inspired multiple
studies and technology development efforts [2], [4], [5], [6],
[8], [9]. The DoD must be able to guarantee that it can continue
accomplishing critical missions, even in the face of degraded
or disabled cyber infrastructure. Identifying the Cyber Key
Terrain (C-KT), i.e. those cyber assets necessarily used in
mission execution, is a vital ingredient needed to provide such
guaranteed mission assurance. 1

There is a divide in the literature regarding the best strategy
for identifying the C-KT of a particular mission, and mapping
out its network dependencies. Methodologies tend to fall in one
of two basic classes: process driven mapping and artifact driven
mapping. Process driven mapping makes heavy use of subject

1The DoD definition of key terrain in general is “Any locality, or area, the
seizure or retention of which affords a marked advantage to either combatant.”
The cyber version of this would also include assets that enable the adversary
to execute its mission against the U.S. For the purposes of this paper, however,
we have adopted a more restrictive definition focused on mission assurance.

matter experts, and is typically manual and time consuming.
Artifact driven mapping leverages usage data and lends itself
more readily to automation, but the data frequently lacks
sufficient context to reliably identify the C-KT. The proponents
of both methodologies are concerned with the ability to scale
up to enterprise-scale networks. Of particular concern is that
dependency maps of large numbers of hosts, over very long
timescales, tend to be difficult to convey succinctly. They often
produce a deluge of data which suffers from the “hairball”
problem when visually represented.

DoD missions can exist at the strategic, operational or
tactical levels. In general, strategic and operational missions
are conducted over longer timescales, and are much broader
in scope than tactical missions. In this position paper we
explore the hypothesis that strategic and operational missions
are dependent on, and to a great degree comprised of, sub-
missions conducted at the tactical level. Thus effective mission
assurance at every layer of the hierarchy depends on the ability
to map tactical level missions with fidelity. This is particularly
pertinent to the cyber domain. It may be misguided to focus
entirely on techniques and visualizations that scale up to enter-
prise network scale, or are capable of processing data volumes
from extended periods of time. Indeed such techniques may
over-aggregate and not provide sufficient situational awareness
to identify and mitigate risks to the mission.

Although this discussion takes place in the context of the
DoD, all of the conclusions can be generalized to apply to the
civilian arena. All large organizations include missions that
can be described as tactical, operational and strategic.

II. TIMESCALE

Strategic, operational and tactical missions are conducted
over distinct characteristic times. Strategic missions capture the
essential role of the organization; e.g. the mission of DoD is to
provide the military forces needed to deter war and to protect
the security of our country [1]. Because of this, strategic
missions are executed continuously rather than on a short
timescale, and the mission definition evolves very slowly if
at all. In contrast, tactical missions tend to comprise a specific
set of military actions with a well defined goal that is easily
measured; e.g. conduct an airstrike against a particular target.
The duration of tactical missions is generally short, although
the mission can be repeated multiple times. Tactical missions
are defined and executed based on specific military actions
that need to be taken, so the mission definitions are variable
and are often not known in advance. Finally, operational
missions involve resource allocation and the integration of
tactical missions to achieve strategic ends [3]. The timescales
for operational missions are generally long, but the mission
definition may evolve more swiftly than that of a strategic
mission.



Fig. 1. Figure 1. Tactical mission assurance involves relatively few
hosts and short timescales; enterprise defense involves many hosts and
long to indefinite timescales.

According to USAF doctrine, while the resulting effects
may be described as operational or strategic, military actions
occur almost entirely at the tactical level [3]. This is partic-
ularly true in cyberspace. While cyber assets are frequently
used to provide information and command and control in
support of strategic and operational missions, the delivery of
information, key applications, services, and command channels
occurs entirely at the tactical level. This fact generates an
argument for shifting the focus of dependency mapping efforts
to providing mission assurance at the tactical level.

Another reason to make this shift is that certain central
elements of mission assurance are easier to define and measure
at the tactical level than at the operational or strategic levels.
The ability to “fight through” a contested cyberspace is a
concept that only applies for missions of finite duration; one
cannot fight through to infinity.

III. NUMBER OF HOSTS

Strategic and operational missions use a larger fraction
of the total hosts on the network than tactical missions.
Indeed, an enterprise network exists to serve the strategic
missions of the organization. In contrast, tactical missions
are generally supported by a small fraction of total network.
Good network hygiene dictates that if a host is not supporting
any organizational mission, it needlessly presents extra attack
surface to adversaries and should be removed. But network
hygiene is distinct from mission dependency mapping; the
central aim of mission dependency mapping is to identify a
restricted set of hosts (as a fraction of total network) critical
to a particular effort. If the number of hosts necessary to pros-
ecute a mission approaches the size of the network, mission
defense is indistinguishable from classic network defense. In
practice, number of hosts and timescale (discussed above) are
correlated, depicted schematically in Figure 1.

Another central element of effective mission assurance at
the operational and strategic levels incorporates well defined

Courses of Action (COAs) designed to help decision makers
react to evolving priorities and risks. Mapping the COA
dependencies independently is critical. In a contested cyber
environment one cannot defend every asset. Limited resources
need to be allocated to defend highest priority cyber terrain,
based on tactical decisions regarding which COA is being
pursued in support of the operational or strategic mission.

IV. DISCUSSION

The import of the arguments presented here is that mission
assurance software need not “scale” to the size of a global
enterprise, as the term scaling is usually defined. Visualizations
and algorithms need not work for thousands of hosts. If
thousands of hosts are present in the dependency map of an
operational or strategic mission, with little or no fidelity in the
mapping of the tactical importance of these hosts, it will be
difficult for mission defenders to know which hosts should
be monitored. Such a dependency map will not help them
correctly prioritize the allocation of resources, rather it will
be an illegible hairball, and be ignored.

Enterprise scale mission assurance is instead achieved
by hierarchical decomposition into tactical missions, each
associated with a particular COA. It is important to explore
the validity of modeling strategic or operational missions as
entirely composed of missions at the tactical level, with the
overarching mission being decomposed into sub-missions, and
sub-missions decomposed into sub-sub-missions, and so forth.
At each mission level, as much detail as possible of the level
below is abstracted away, leaving only those details which
are necessary to maintain fidelity of mission interactions. In
this manner, the problems associated with scaling and data
deluge are minimized. However, effective models of mission
assurance for operational and strategic missions will necessar-
ily involve retaining enough fidelity to capture the complex
interactions possible between multiple tactical building blocks
[10]. Determining the minimum necessary level of fidelity is
an important area for future investigation.

V. CONCLUSIONS AND RECOMMENDATIONS

In summary, we are asserting two major propositions. First,
in the cyber domain, crucial mission assurance constructs such
as cyber key terrain and fight-through are meaningful for
tactical missions involving limited time and a small fraction
total network resources, but cease to be useful for enduring
missions which utilize a large fraction of cyber resources.
In the latter case, mission assurance simply degenerates into
classic network defense and network hygiene. Second, that
large, enduring, strategic missions may in fact be decomposed
hierarchically into many small tactical ones, and that by so
doing problems of scaling, data deluge, and visualization
(the hairball problem) are minimized by dropping complexity
between layers of the hierarchy. The outstanding problem
becomes determining the minimum fidelity necessary in the
dependency mapping of tactical missions and sub-missions
to maintain accurate models of complex system interactions
between the tactical building blocks. Our recommendations
are to focus near term efforts on developing technology for
the swift and accurate mapping of tactical missions, with a
longer term focus on modeling their complex interactions to
assure larger scale missions.
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