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Big data analytics creates a tension between data 
sharing and data confidentiality that is best al-
layed through concerted action. For instance, 
coalitions have formed between companies and 

between private industry and the federal government 
in several economic sectors including finance,1 retail,2,3 

and aviation4 to share information about cyber threats 
in order to predict and thwart future cyberattacks. An 
executive order from President Obama in February 2015 
encourages the voluntary formation of such coalitions, 
stating that “organizations engaged in the sharing of 
information related to cybersecurity risks and incidents 
play an invaluable role in the collective cybersecurity of 
the United States.”5

While everyone benefits from a more comprehen-
sive understanding of cyber threats, information shar-
ing raises privacy and security concerns. As President 
Obama noted in his executive order, “information shar-
ing must be conducted in a manner that protects the 
privacy and civil liberties of individuals, that preserves 
business confidentiality, that safeguards the informa-
tion being shared, and that protects the ability of the 
Government to detect, investigate, prevent, and respond 
to cyber threats.”

For problems like these, we 
would ideally like technology that 
lets people learn the result of a joint 
computation without needing to re-
veal their own inputs to the compu-
tation. Such technology would not 
only provide strong security for ex-
isting data- sharing applications but 
also promote greater data sharing 

by enabling new applications that aren’t currently pos-
sible because entities won’t or can’t share raw data—for 
example, for legal reasons.

SECURE MULTIPARTY COMPUTATION
Cryptographers have been developing this technology, 
known as secure multiparty computation (MPC), for the 
past three decades. Secure MPC guarantees that everyone 
learns the correct output of a joint computation but noth-
ing else about anyone else’s inputs, even when some of the 
people performing the computation might be actively or 
passively malicious.

Secure MPC can be done for arbitrary computations 
and for any number of parties. Hence, we can view secure 
MPC protocols as compilers that take as input a specifica-
tion of a function and output a protocol that computes the 
function securely. 

To see how this works, consider a technique called 
secret sharing. An m- of- n secret- sharing scheme splits a 
secret input into n pieces, or shares, that are held by dif-
ferent people in such a way that m people can combine 
their shares to reconstruct the secret, but any group of 
fewer than m people can’t learn anything about the secret. 
For example, we can create a two- of- three secret-sharing 
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scheme using lines in two- dimen-
sional space. To share a secret s among 
three people, we choose a random line 
f whose y- intercept equals s. Each per-
son’s share of the secret is a distinct 
point on the line. Since any two points 
uniquely define a line, any two people 
together can compute the secret; con-
versely, a single share reveals nothing 
about the secret. This technique can be 
generalized to any threshold m using 
polynomials of degree m – 1.

If two secrets s and t have been 
shared, then people can compute 
shares of the sum s + t by simply add-
ing their own shares together; this is 
shown graphically in Figure 1. They 
can also compute shares of the product 
s × t through a more complicated ma-
nipulation of the shares of s and t.

Since addition and multiplication 
form a logically complete set of gates, 
secret sharing makes it possible to per-
form any joint computation securely: 
each participant in the scheme secret- 
shares his or her own input, everyone 
jointly computes the desired function 
of all inputs, and then everyone can 
jointly reconstruct the final result.

EVOLUTION OF SECURE MPC
The field of secure MPC began in the 
early 1980s with the invention of 
the first secure two- party protocol6 
and multiparty protocols.7,8 Since 
then, it has been an active area of 

cryptography research, as Figure 2 
shows. Most secure MPC research to 
date has proceeded along three fronts: 
designing general- purpose protocols, 
optimizing protocols for particular 
functions of interest, and implement-
ing secure MPC in software.

First, researchers have explored and 
expanded the space of parameters that 
influence the design of secure MPC 
protocols: adversary type, number of 
malicious parties, computational and 
network resources, security and func-
tionality requirements, and so on. Fig-
ure 3 illustrates some of these param-
eters. Researchers have determined 
which parameter combinations are 
possible to achieve in a generic, func-
tion- agnostic manner with perfect se-
curity within some specified security 
model. Also, they’ve designed secure 
MPC protocols that cover much of the 
feasible space.

Second, researchers have tailored 
secure MPC protocols to specific appli-
cations and threat models. Specialized 
protocols can be much faster than ge-
neric ones for two reasons: they need 
only work for a restricted set of func-
tions, and they can tolerate security 
imperfections that are acceptable in 
the context of the specific applica-
tion. Specialized protocols have been 
developed for applications such as set 

intersection, substring search, and se-
cure database queries.

Third, cryptographers have im-
plemented frameworks that enable 
developers to produce secure code in 
a high- level language like Java using 
libraries that implement secret shar-
ing and other secure MPC techniques. 
As most of these frameworks don’t ab-
stract away the details of secure MPC, 
developers must understand how se-
cure MPC works and change the way 
they write code accordingly.

The Security and Privacy Assur-
ance Research (SPAR) project run by 
the Intelligence Advanced Research 
Projects Activity (IARPA) is a recent 
example of a project that leveraged 
research in all three of these areas. 
SPAR developed specialized software 
for privacy- preserving SQL databases 
and publish- subscribe systems. Test-
ing and evaluation by MIT Lincoln 
Laboratory showed that SPAR soft-
ware often performed within a 3× 
overhead of a non- privacy- preserving 
database like MySQL while providing 
strong security guarantees.9

REMAINING CHALLENGES
While cryptographers have created a 
plethora of secure MPC protocols, op-
timizing a protocol for a specific appli-
cation remains difficult. 
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Figure 1. Graphical illustration of the 
addition of shares in a secret- sharing 
scheme.
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Figure 2. Secure multiparty computation (MPC) research by year as a fraction of over-
all cryptography research, based on Google Scholar data.
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Imagine a software engineer work-
ing with a cryptographer to design and 
develop secure software. Their inter-
action proceeds as shown in Figure 
4. Initially, the software engineer ex-
plains her functionality, security, and 
performance requirements. Then, the 
cryptographer surveys existing secure 
MPC protocols, chooses components 
and techniques appropriate to the re-
quirements, and designs a protocol 
from these. Next, the cryptographer ex-
plains the security guarantees provided 
by the protocol. The software engineer 
and cryptographer iteratively refine the 
requirements and the protocol design 
to strike a desirable balance between 
security and performance for the given 
application. Finally, the cryptographer 
explains how the customized protocol 
works and how it must interact with 
other software to guarantee security, 
and the software engineer implements 
the protocol.

Currently, this process is long and 
highly sensitive to changes in appli-
cation requirements. For instance, 
the SPAR program took three years to 
create usable, efficient secure database 
search systems, and it would likely 
take a comparable amount of time and 
effort to extend the requirements of 
the program—for example, add sup-
port for additional query types—or 

port its ideas to another environment 
such as a NoSQL database.

CURRENT EFFORTS
To contemplate the future of secure 
MPC technology, IARPA and MIT Lin-
coln Laboratory held the Security and 
Privacy Assurance Research–Multi-
party Computation (SPAR- MPC) Work-
shop in May 2014 (https://events.ll.mit 
.edu/spar- mpc- workshop). More than 
40 experts attended the workshop, 
presented their visions for secure 
MPC, and described several research 
avenues to make secure MPC more 
amenable to use in real applications.

Attendees discussed various ways 
in which researchers are improving 
the design and implementation of 
secure MPC protocols. First, cryptog-
raphers are developing protocols for 
more of the parameter space. Partic-
ularly important are protocols that 
reflect aspects of modern computing 
environments including multicore 
systems, fast RAM, and communi-
cation locality in large- scale envi-
ronments like the cloud. Second, the 
research community is implement-
ing, profiling, and optimizing secure 
MPC protocols and building blocks, 
and using lessons learned from these 
efforts to better understand perfor-
mance bottlenecks.

Additionally, workshop attend-
ees described current efforts to begin 
addressing the challenges of the se-
cure computation development loop 
shown in Figure 4. In particular, a few 
frameworks now available for secure 
MPC software development, including 
Wysteria10 and Sharemind,11 require 
little or no knowledge of cryptography. 
These enable a developer to provide a 
functional description of the desired 
computation in a high- level, special- 
purpose language, along with anno-
tations stating which data is permit-
ted to be revealed. The compiler then 
transforms this high- level description 
into a low- level representation (such as 
a circuit) that is fed to the underlying 
secure MPC protocol. These program-
ming tools separate the tasks of soft-
ware engineers and cryptographers, 
simplify their interaction, improve us-
ability, and reduce development time.

LONG- TERM VISION
We envision a future with secure MPC 
compilers containing a “virtual cryp-
tographer” that handles security be-
hind the scenes—that is, the compiler 
will automate the tasks performed by 
the cryptographer shown in Figure 4. 
Based on discussions at the workshop, 
we believe this will require advances 
both within cryptography and at the 
interface between cryptographers and 
software engineers.

Within cryptography, we believe 
future researchers will understand the 
MPC security/performance tradeoff 
space rigorously and comprehensively. 
This will have two benefits. First, it 
will enable compilers to compare cryp-
tographic protocols automatically and 
systematically to determine the best 
ones for a particular use case. Second, it 
will lead to a mechanism that composes 
cryptographic building blocks automati-
cally while respecting specified security 
constraints. These two benefits will im-
prove existing cryptographic protocols’ 
adaptability and interoperability.

At the interface between cryptog-
raphers and software engineers, our 
long- term vision is for secure MPC 
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main() { 
  printf(“hello world”); 
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Figure 3. Parameters that influence the design of secure MPC protocols.
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compilers to provide tunable, adapt-
able tradeoffs between performance 
and security so that software engi-
neers can make educated choices about 
their security needs. An important 
aspect of this work will be automat-
ing the process of understanding the 
semantic meaning and implications 
of a cryptographic protocol’s secu-
rity properties. A compiler with this 
ability will be able to explain security 
tradeoffs automatically to the engineer 
without the need for a cryptographer 
in the development loop. For example, 
in SPAR’s database setting, a future 
compiler might state, “I can hide when 
a client makes two queries that share a 
common record, at the expense of a 10× 
performance slowdown.” 

While it will ultimately be up 
to the engineer to deter-
mine the optimal balance 

between security and performance for 
a given application, we believe secure 
MPC tools of the future will enable rapid 
software development that allows the 
engineer to focus on the “what” rather 
than the “how” of security. 
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Figure 4. Interaction between a software engineer and cryptographer to develop a 
customized secure application.
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